Audit Committee Meeting
October 20, 2016
1t Floor — LaFayette Room
433 Hay Street, Fayetteville, NC 28301

AGENDA

1. Call to Order
2. Approval of Agenda
3. Introduction of Members
4. Appointment of Officers
5. Approval of By-laws
6. Audit Activities:

a. Annual Audit Plan Proposed Engagements for FY17

b. Permitting and Inspections Audit October 2016 (A2016-02)

7. Adjournment

Attachments:

Draft By-laws

Annual Audit Plan FY 2017

Permitting and Inspections Audit Report A2016-02
PPT — Audit Committee 10/20/2016
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www.cityoffayetteville.org

The City of Fayetteville, North Carolina does not discriminate on the basis of race, sex, color, age, national origin,
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OFFICE OF THE MAYOR

October 14, 2016
Audit Committee Members,

In most private larger companies the Board of Directors engages an independent Audit Committee to oversee
the financial workings of the business and set procedures that ensure the company’s system of internal controls
remain strong enough to detect or prevent fraud or material misuse of corporate assets.

I believe it is even more important for a public entity, like the City of Fayetteville, to have a committee like this
engaged to not only evaluate our fiscal accountability but to also look ensure our internal controls remain strong
enough to detect or prevent fraud or material misuse of City assets.. This is also consistent with our
commitment to cultivate and support a culture of transparency.

Because the City of Fayetteville has not had the benefit of this type of oversight in the past, the first audit
reports may be surprising and concerning. In no case should we as the Audit Committee, shy away from or try
to be less than transparent with these findings. It is because of our governing board’s vision and leadership the
Office of Internal Audit and the Audit Committee were formed so these deficiencies are detected and plans for
improvement are identified. In fact, it is City Council who demanded accountability and transparency
throughout all departments in the City.

As you are aware, our Audit Committee meets on a quarterly basis to review the progress and process for the
Office of Internal Audit. The Audit Committee operates independent of the City Manager and City Attorney so
there would be no optics of collusion, interference or tampering with the Committee’s findings. However, it is
the duty of the City Manager and the City Attorney to ensure compliance with all Federal, State and Local
policies and laws. It is management’s responsibility, to include the City Manager and City Attorney, to change
protocols, practices and cultures to protect the City and our residents with sufficient internal controls, and to be
sure those controls are designed to catch and prevent future misuse, abuse and/or fraud.

Respectiplly Aouyfs,

Mayor, Robertson

433 Hay Street
Fayetteville, NC 28301-5537
(910) 433-1992 | (910) 433-1948 Fax
www.cityoffayetteville.org

The City of Fayetteville, North Carolina does not discriminate on the basis of race, sex, color, age, national origin,
religion, or disability in its employment opportunities, programs, services, or activities,
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OFFICE OF INTERNAL AUDIT

MEMORANDUM

October 14, 2016

TO:  Audit Committee Members

CC:  Doug Hewett, City Manager ' %ﬁj
FROM: Elizabeth Somerindyke, Internal Audit Director

RE:  Audit Committee Meeting on October 20, 2016

Thank you for accepting the appointment to the Audit Committee!

Before the first committee meeting, I wanted to reiterate the role of the Audit Committee and the Office
of Internal Audit. The City of Fayetteville’s audit committee will enhance accountability, guarantee the
Office of Internal Audit is empowered to report significant issues and prevent management interference
with audits and ensure management implements audit recommendations.

A key role of the Office of Internal Audit is to assess the effectiveness of internal controls to mitigate
financial, operational, compliance and strategic/business risks. Through its recommendations for
improvement of the City’s services and programs, the Office of Internal Audit will provide transparency
and accountability. The Audit Committee not only ensures the independence of the Office of Internal
Audit, but also assists City Council in fulfilling its oversight responsibilities and holds management
accountable for implementing audit recommendations.

The first Audit Committee Meeting will include the approval of the Audit Committee Bylaws, FY17
Audit Plan, and presentation of the Permitting and Inspections Audit. The Bylaws are being presented in
draft as your comments or suggestions are welcome. The Audit Plan has been drafted through a risk
assessment with input from senior management, examination of budget issues and internal knowledge of
the organization. The Permitting and Inspections Audit Report being presented represents a six month
collaborative effort from the Permitting and Inspections Department, Information Technology
Department, Office of Internal Audit and the City Manager’s Office and represents how the City can
work across departments to achieve a common goal.

If questions arise from your review of the agenda documents we respectfully encourage you to submit
them beforehand to esomerindyke@ci.fay.nc.us or call me at (910) 433-1672.

433 Hay Street
Fayetteville, NC 28301-5537
(910) 433-1672 | (910) 433-1680 Fax
www.cityoffayetteville.org

The City of Fayetteville, North Carolina does not discriminate on the basis of race, sex, color, age, national origin,
religion, or disability in its employment opportunities, programs, services, or activities,




ITEM #5

City of Fayetteville
AUDIT COMMITTEE
Fayetteville, North Carolina

By-Laws

ARTICLE |

PURPOSE
SECTION 1. The Audit Committee has been established as an advisory committee whose
primary purpose is to assist the City Council in fulfilling its oversight responsibilities for the
overall stewardship of the City’s financial affairs.

The responsibilities of the Audit Committee shall be:

a) Review and reassess the adequacy of this Charter at least every two years, with
any revision submitted to the City Council for approval.

b) Provide an avenue of communication among the City Council, city
management, internal audit, and the independent auditors.

c) Ensure the City's internal control systems are in place and implemented,
including information technology security and control.

d) Ensure City management implements internal audit report recommendations.

e) Approve the annual audit plan and all major changes to the plan.

f) Review the internal audit charter, activities, staffing, and organizational structure
of the internal audit function with the City Manager and the Internal Audit

Director and recommend any changes to the City Council.

g) Submit an Annual Report of Audit Committee actions and recommendations to
the City Council.

h) Recommend to the City Council the selection of the independent auditors.
i) Continually evaluate the independence of the independent auditors.

]) Review the City’'s CAFR, management letter and management’s response and
forward findings to the City Council.
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ARTICLE Il
MEMBERSHIP

SECTION 1. The City Council of the City of Fayetteville shall appoint three City Council
members, one member from the Fayetteville Public Works Commission and two members
of the business community to be voting members of the Audit Committee. The City
Manager and Internal Audit Director shall be an ex-officio non-voting member of the Audit
Committee.

SECTION 2. Members from the business community shall be appointed for a term of
two years. The member from the Fayetteville Public Works Commission shall be
appointed for a two year term. The terms of the City Council members shall be
appointed for a two year term consistent with their terms of election.

ARTICLE 1l
OFFICERS

SECTION 1. Enumeration of Offices The officers of the Committee shall be a
Chairperson and Vice-Chairperson. The Mayor shall serve as the Chairperson.

SECTION 2. Election of Officers and Term of Office. The officers shall each be
elected at the regularly scheduled meeting held in July, take office immediately upon
election, and serve a one year term or until a successor is elected at the subsequent
years quarterly meeting held in July.

SECTION 3. Vacant terms of officers may be filled through action taken by the
Committee. An officer appointed to fill a vacancy shall be appointed for the unexpired
term of his predecessor in office.

SECTION 4. The Chairperson shall preside at all meetings of the Committee and
perform such other duties as may be directed by the Committee.

SECTION 5. The Vice Chairperson shall serve as the Chairperson in the absence of the
Chairperson.

SECTION 6. The officers shall serve without compensation for their services.



ARTICLE IV
RESIGNATIONS

SECTION 1: In the event that a member chooses to resign from the Audit Committee,
such member should notify the Chairperson, in writing. The Chairperson will then
immediately notify the members of the Committee of any such resignations. The
resignation shall be effective when the notification is received by the Chairperson unless
the notification specifies a later time.

ARTICLE V
QUORUM

SECTION 1. Four members, excluding the City Manager and Internal Audit Director,
shall constitute a quorum.
ARTICLE VI

MEETINGS

SECTION 1. Regular Meeting. A regular meeting of the Committee shall be held
guarterly on the third Thursday during the months of January, April, July, and October at
a time and place to be designated by the Committee. All meetings will be open to the
public, to the extent required by North Carolina General Statute 143-318.10.

SECTION 2. Special Meetings. Special meetings may be called by the Chairperson,
or the Vice Chairperson in the absence of the Chairperson, as deemed necessary or
desirable. All Special Meetings will be noticed in accordance with North Carolina
General Statute.

SECTION 3. The Deputy City Clerk will keep minutes of each meeting and offer them
for Committee approval as the first item on the subsequent meeting agenda. The
minutes should be distributed to Committee members in draft form within a reasonable
time after the meeting and in advance of the subsequent meeting. A copy of the
approved minutes will be submitted to the Office of Internal Audit.

SECTION 4. The Chairperson shall approve an agenda in advance of each meeting.
The Committee may request any employee of the City or the independent auditors to
attend a meeting of the Committee.

ARTICLE VII

AMENDMENTS



ITEM #6a

Annual Audit Plan

Fiscal Year 2017

Director of Internal Audit
Elizabeth Somerindyke

Senior Internal Auditor
Rose Rasmussen
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Internal Auditor
Traci Carraway
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City of Fayetteville
Office of Internal Audit

Audit Work Plan 2017
A, Audit Projects Carried Forward from 2016 Work Plan Es:[l::::'tsed Total
A.l. In Progress
Building Permits and Inspections to include Callback Revenues 640
CityWorks Permitling and Inspection Implementation’
Finance Department Balance Sheet and Grant Review 120
A2, For Completion
Kronos Time Reporting Implementation Phase 1 480
Contracting Practices and Procedures 240
Parks and Recreation Nonresidential Fees Implementation® 670

Total Hours for Audit Projects Carried Forward from 2015 Work Plan

* Project will be started but not completed during this fiscal year

B. New Audit Projects for 2016-2017

Employee Development Travel and Training Expenditures 240
Police Department Confidential Funds 240
Total Hours for New Audit Projects for 2016-2017

C. Follow-up Projects for 2016-2017

Procurement Card Program 120
Petty Cash and Change Funds 120
Tags and Titles (CoF only) 120

Total Hours for Follow-up Projects for 2016-2017

D, Audit Management and Administration

Other City Auditor Duties 400
Office Management/Support 1742
Staff Development 480
Approved Employee Leave 264
Approved Holidays 412

Total Audit Management and Administration

Total Hours

E. For Future Audit Projects 2017-2019

Citywide Payroll Processes** 960
Community Development Housing Rehabilitation Program** 960
Republic Parking Contract** 240
Solid Waste Fees for Multi Family** 640
Small Asset Managemeni** 240
Downtown Parking Collection** 960
Code Enforcement Abatement 960
City's New Purchasing Process 960
Firehouse Billing and Receipting 640
Kronos Time Reporting Implementation Phase 2 640
Retiree Healthcare Program 640

Total Hours for Future Audit Projects

** Reflects project from prior year audit plan. Due to limited resources, project will be considered in future audit plans.
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Audit Work Plan 2017

A, Audit Projects Carried Forward from 2016 Worlc Plan

Al

In Progress

Building Permits and Inspections to
include Callback Revenues

The objectives of this audit were to determine if permits and inspections were in compliance with the
North Carolina General Statutes, North Carolina State Building Code, Fayetteville City Code and other
regulations; and ensure effective management oversight, adequacy of controls and quality reviews were
being conducted.

CityWorks Permitting and
Inspection lmplementationl

Determine if CityWorks data was reliable for managing workload, supporting decision-making, and
tracking permit status.

Finance Department Balance Sheet
and Grant Review

The scope of the review was to determine if the quarter ending March 31, 2016 detailed balance sheet
reconciliations reconciled to the actual balance in JDEdwards. Additionally, Internal Audit provided a
report to Finance Department management on whether it appeared a grant draw was needed or a
potential overdrafl existed for the quarter ending March 31, 2016.

A2,

For Completion

Kronos Time Reporting
Implementation Phase 1

The anticipated scope of this review will focus on the identification and effectiveness of automated and
manual controls over the FayPay (KRONOS) and JDEdwards Payroll interfaces.

Contracting Practices and
Procedures

The audit will assess the adequacy of internal controls; and policy, procedure, laws, rules and regulations
compliance of the City's contracting practices. Audit objectives may include ensuring contracts were
prepared and executed in accordance with relevant policies and procedures; a fully executed copy of]
contracts were maintained based on retention requirements, and determining whether the departments
were adhering to the signature authority and delegation thresholds adopted by City Council on
September 28, 2015,

Parls and Recreation Nonresidential
Fees Implementation™

The audit will assess the adequacy of internal controls; and policy, procedure, laws, rules and regulations
compliance of the implementation of Parks and Recreation Department’s nonresidential fees. Audit
objectives may include reviewing and documenting the processes related to nonresidential fees; testing a
sample to ensure necessary documents were being received supporting the charge of nonresidential vs
residential fees; determining if fees were charged correctly; and ensuring deposits, fees, and revenues
assessed and collected were accounted for and all associated general ledger accounts were properly

reconciled to existing subsidiary ledgers where appropriate.

* Project will be started but not completed during this fiscal year

B. New Audit Projects for 2016-2017

Employee Development Travel and
Training Expenditures

The audit will assess the adequacy of internal controls; and policy, procedure, laws, rules and regulations
compliance of the City's Travel and Training program. Audit objectives may include ensuring
expenditures were in compliance with relevant policies, procedures, laws, rules and regulations;
adequate internal controls were in place to prevent or detect material errors and irregularities; and the
departments managed and used resources in a cost-effective manner.

Police Department Confidential

Funds

The police department confidential funds are audited on an annual basis due to the sensitive and volatile
nature of maintaining large amounts of cash on hand and in accordance with police department policy
due to accreditation requirements. Audit objectives may include determining if confidential funds were
sufficiently administered in accordance with established laws, regulations, guidelines, policies and
procedures; if proper internal controls existed and were working as intended to safeguard confidential
funds from loss, theft, or fraud; if expenditures and withdrawals from the funds were properly
authorized, approved, and recorded; if complete and accurate manual records were maintained for all
deposits, withdrawals, and other transactions affecting the confidential fund accounts; to the extent|
possible, that security provisions for automated records were operating to provide for separation of]
duties, data integrity and an audit trail; and review corrective actions taken by management to address
the recommendations detailed in Internal Audit report A2016-01 Police Confidential Funds in the prior|

fiscal year,
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C. Follow-up Projects for 2016-2017

Audit Work Plan 2017

Procurement Card Program

The audit will assess the adequacy of internal controls, and policy and procedure compliance of the
City's procurement card program. Audit objectives may include assessing the adequacy of segregation
of duties, physical security and proper use of the procurement cards; determining if cards users are
properly trained, designated and provided policy guidance; and procurement card (ransactions and
approvals are made in accordance with procurement card policies and procedures. In addition, the audit
will include a follow up of the previously identified audit findings to ensure they have been remediated
by management as stated in management’s responses.

Petty Cash and Change Funds

Determine that previously identified audit findings have been remediated by management as stated in
management’s responses.

Tags and Titles (Col’ only)

Determine that previously identified audit findings have been remediated by management as stated in
management’s responses.

Other City Auditor Duties

D. Audit Management and' Administration

This category describes the time that the Office of Internal Audit maintains the Fraud, Waste, and Abuse|
Hotline and other miscellaneous fraud reports.

Office Management/Support

This category describes the time that the Office of Internal Audit spends attending meetings involving
the activities and responsibilities of the Audit Committee.

Staff Development

Professional staff of the City Auditor's Office is required to obtain professional education each year.

Approved Employee Leave

This category describes leave earned and taken each year as personal leave and leave taken for medical
purposes.

Aproved Holidays

This category of leave is for approved holidays for all staff.

E. Future Audit Projects 2017 - 2019

Citywide Payroll**

To assess the adequacy of the internal controls governing the City's payroll procss. The audit will
include a review of IDEdward controls and the KRONOS time accounting system.

Conununity Development Housing
Rehabilitation Program™*

The audit will assess whether the City had adequate controls for monitoring its Housing Rehabilitation
Program sub-recipients and whether HUD rules and regulations were properly followed. Audit
objectives may include ensuring loans were originated within defined program criteria, properly set up in
the ABS loan-servicing software, and serviced in accordance with the terms of the promissory notes
and/or deeds of trust; an appropriate accounting of loan origination and loan servicing aclivities had
occurred; and all associated general ledger accounts were properly reconciled to the subsidiary ledger|
system.

Republic Parking Contract™*

The audit will evaluate whether Republic Parking was abiding by the terms of the contract with the
Fayetteville Regional Airport. Audit objectives may include reviewing the effectiveness of the City’s
contract administration responsibilities; determine whether parking revenue was accurately accounted
for; determine if revenues were remilted properly and expenses were reimbursed properly in accordance
with the contract; and determine if contract administrative provisions were being followed.

Solid Waste Fees for Multi Family **

To access the internal control environment related to assessing solid waste fees for multi-family parcels.

Small Asset Management™*

The audit will assess the adequacy of internal controls, effectiveness, and policy and procedure
compliance of the City's small asset management system. Audit objectives may include ensuring
processes adequately safeguard assets; selecting a sample Lo assure accuracy and agreement of inventory
records and inventory on hand, and compliance with policics and procedures for multiple electronic
devices and air cards.

The audit will assess the efficiency and effectiveness of the City's parking management contract with
McLaurin Parking. Audit objectives may include an assessment of the collection program related to
leased parking and parking citations, internal controls for cashier activities, and bad debt write-off]
policies.

Downtown Parking Collection™*
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Audit Work Plan 2017

Code Enforcement Abatement

The audit will evaluate whether the City’s lot cleaning abatement process complies with applicable
policies, rules and regulations. Audit objectives may include determining if code enforcement activities
for lot cleaning abatement were performed consistently in accordance with relevant laws, regulations and
established policies; applicable code enforcement costs and fees were properly and completely invoiced
following established City fee schedules and ordinances; contracts complied with applicable policies,
rules and regulations; internal controls were sufficient to identify risks; and the process for retaining
independent contractors.

City's New Purchasing Process

The City’s purchasing processes are no longer performed by the Public Works Commission of the City
of Tayetteville and are now performed by newly established positions within the City’s Finance
Department. Therefore, this audit will assess the adequacy of internal controls, effectiveness, and|
policy, procedure, laws, rules and regulations compliance of the City's new purchasing processes. Audit
objectives may include ensuring processes are in compliance with relevant policies, procedures, laws,
rules and regulations; and adequate internal controls are in place to prevent or detect material errors and
irregularities.

Firehouse Billing and Receipting

The audit will assess if fire department billing, receipting and aged receivables were managed fairly,
efficiently and effectively to recover such reccivables and minimize the risk of loss. Audit objectives
may include evaluating procedures to ensure compliance with applicable policies and standards; and
verify the accuracy and proper tracking of aged receivables and amounts due.

Kronos Time Reporting
Implementation Phase 2

The anticipated scope of this review will focus on the identification and effectiveness of automated and
manual controls over the Public Safety Telestaff, FayPay (KRONOS) and JDEdwards Payroll interfaces.

Retiree Healthcare Billing and
Receipting

The audit will evaluate operations related to the process for billing retirees for health insurance
premiums. Audit objectives may include an assessment of procedures to ensure compliance with
applicable policies and standards; retiree payments collected were accurate and complied with
contractual rates; and proper collection activities were in practice to ensure all monies owed have been
collected.

** Reflects project from prior year audit plan. Due to limited resources, project will be considered in future audit plans.
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Permitting and Inspections

October 2016

Director of Internal Audit
Elizabeth Somerindyke
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OUR MISSION

Provide independent, objective assurance and domgskrvices designed to add value and
improve the City of Fayetteville’s operations.

Director of Internal Audit
Elizabeth Somerindyke

Senior Internal Auditor
Rose Rasmussen

Internal Auditor
Traci Carraway
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EXECUTIVE SUMMARY

In accordance with the Fiscal Year 2015-2016 Alién, the Office of Internal Audit evaluated the
processes and procedures for the issuance aneéddlapections of permits.Internal Audit first
documented the current Permitting and Inspectioapallment processes to determine if an adequate
control environment existed and found no contralgpiace to reduce risk. In addition, the software
program, Cityworks, also known as FayWorx, is neeting the needs of the department with respect to
reliable data for managing workload, supportingislen-making and tracking permit status.

This report is not meant to be an indictment ofvigiials. Nor is it about assigning blame, but@bo
isolating problems and working to solve them. [Batkd Permitting and Inspections personnel are
working in a system needing improvement. Documerded updated processes and procedures are
needed to provide direction and facilitate workiagether more effectively.

The Permitting and Inspections Department is culyeat a crossroads with significant turnover in
several key positions, including Department Directdhis is an opportunity to implement
strategic changes within the department and impngven the City's permitting and inspections
processes by addressing the following areas:

1. Internal controls need improvement.

2. Written policies for the Permitting and Inspectidespartment were lacking.

3. The Permitting and Inspections Department was motcompliance with documentation
requirements and records retention rules and régoa

4. Departmental organizational was not in compliandth ihe Fayetteville City Code for the
Enforcement of the North Carolina State Buildingd€o

5. Demolition permits were issued without a bond inaedance with Fayetteville City Code.

6. Certificates of occupancy and certificates of caemde were issued before final inspections were
completed.

7. Certificates of compliance and certificates of quamcy were not issued pursuant to the North
Carolina General Statutes and the North CaroliateSRuilding Code.

8. Enforcement actions to require contractors to cgmpth the building code were not updated
when privilege license was repealed on July 1, 2015

9. Poor computer system controls existed within thenRéng and Inspections Department.

10. The Permitting and Inspections Department shoutdbéish a quality review program for the
permitting and inspections process.

11. The Permitting and Inspections Department did meehsufficient data quality and integrity for
reliable reporting and tracking purposes.

12. Cityworks 2015 update created further data intgguitd accuracy concerns.

13. Permitting and Inspections personnel lack the kedge to use Cityworks effectively.

14. Permitting and Inspections personnel lack the kedgt to use Cityworks’ reporting
functionality effectively.

15. Training should be provided to customers for enedrapmmunications.

16. Permits did not reflect the current status.

17. Permits were not being monitored for expiration.

18. Address information and Parcel Identification Numsb@IN’s) were not being verified.

19. Published Fee Schedules lacked clarity and traaapgr

20. Cityworks was not reconciled to the general ledger.

21. Permitting and Inspections personnel did not reid®mtome Owner Recovery Funds.

22. Processes and controls over refunds were inadequate

23. Segregation of duties was lacking for receiving egabrding receipts received via mail.
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24. Controls over security of sensitive and confiddntitormation were lacking.

25. Processes and controls over permit issuance wekim¢p

26. Permit fees were not always calculated correctlyamsistently.

27. The Permitting and Inspections Department did meoify the status of contractor’s license status
prior to issuing building permits.

28. There was a lack of controls to prevent the isseafcuplicate permits.

29. Controls for backdating and resulting inspectioithivw Cityworks were inadequate.

30. The practice of bypassing system controls was rahipited, and all required inspections were
not documented.

31. The Permitting and Inspections Department shouldbéish a personnel productivity and time
measurement system for the inspections function.

32. Demolition projects were not inspected.

33. A final accounting for permit fees based on cortdiom cost or square footage was not done to
ensure permit fees were charged correctly.

34. No formal written policy existed to provide guidan@hen to impose a callback fee.

35. Multi trade combined inspections should be enhanced

BACKGROUND

In 2015, the Development Services Department wastionally realigned into two separate departments:
Permitting and Inspections, and Planning and CodéorEement Services. The Permitting and
Inspections Department administers and enforcesNibh Carolina State Building Code for both
residential and commercial construction by prowgdcomplete permitting and inspection services, from
the application through the issuance of certifisatd occupancy. The Permitting and Inspections
Department processes building, electrical, meclahrdaad plumbing permit applications and conducts
field inspections to ensure compliance with they Git Fayetteville Municipal Code of Ordinances, tor
Carolina General Statutes, North Carolina StatédBig Code and other regulations.

In accordance with the Fiscal Year 2015-2016 AWRl#n, the Office of Internal Audit evaluated the
processes and procedures for the issuance aneddlapections of permits. The objectives of the
Permitting and Inspections Department are:

1. Toissue building permits in a friendly, accura#icient and timely fashion;

2. To provide for the safety and health of resident®bsuring that all construction meets
the North Carolina State Building Code through therformance of high quality
inspections, and

3. To achieve timely and accurate review of constaucplans.

The majority of submittals to the Permitting anggactions Department begin with a review by the
Planning and Code Enforcement Services Departmeming Division’s personnel. Once released from
the Zoning Division, the permitting process begiith either construction documents in plan review t
ensure compliance with applicable building codesl atandards, or direct submittal of a permit
application from the contractor or property owneX.permit is issued allowing work on the project to
begin once the permit application and other reguilecumentation are provided to Permitting and
Inspections personnel. Once a project has begepectors physically examine the work for compleanc
with the North Carolina State Building Code andeothegulations at set stages during the project.
Identified, instances of non-compliance are comicated to the permit holder, and must be alleviated
prior to issuance of a certificate of occupancyaocertificate of compliance. The issuance of the
appropriate certificate signifies all code requiegnis have been met, inspections passed, and tictusér
and/or improvements are suitable for occupancy.

In order to effectively respond to the needs of ¢benmunity, Cityworks, a software program, was
implemented across City departments including #weniRting and Inspections Department. The purpose
of Cityworks was to allow City personnel and cootoass/property owners to track, and move proposed
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projects through the approval and permitting preess Cityworks should enable effective management
and oversight for permitted projects.

The Permitting and Inspections Department is culyeat a crossroaddue to significant turnover
in key positions, including Department Director.i§his an opportunity to implement strategic
changes within the department and improve uporCihes permitting and inspectiompsocesses.

This audit was conducted to examine the oversagdgquacy of controls and enforcement of the City of
Fayetteville Municipal Code of Ordinances, Northr@i@ma General Statutes, North Carolina State
Building Code and other requirements for the pemgtand inspections process; the review and agpbrov

of permitting, and related activities, and the ass®nt and cash receipting of fees. We believe the
evidence obtained provides a reasonable basis dorfiodings and conclusions based on our audit
objectives.

AUDIT OBJECTIVES
The objectives of this audit were to:

1. Review and document the current Permitting anddaspns Department processes, providing an
independent assessment of whether management plasriented an adequate control
environment relative to those processes;

2. Test a sample of issued permits to ensure thatm&ton, approvals, and necessary documents in
support of the permits are being collected; antintf@nagement’s goals and objectives for those
processes are being achieved,;

3. Ensure that the Permitting and Inspections Depantiiseappropriately accounting for all
deposits, fees, and revenues assessed and cqli@etkthat all associated general ledger
accounts are properly reconciled to existing suasidedgers where appropriate;

4. Determine the presence and effectiveness of anytonmg and control systems that have been
put in place by management to measure progressdachieving identified goals and
objectives, and

5. Determine if Cityworks data is reliable for managimorkload, supporting decision-making, and
tracking permit status.

AUDIT SCOPE

This audit did not include an examination of alhdtions and activities in the Permitting and Insjoers
Department. In addition, the activities of othexpdrtments, besides the Permitting and Inspections
Department, involved in the City’s building perraitd inspections process were not included in thpesc

of this audit. Efforts were focused on gatherimgl @nalyzing information relative to the permitting
process from application through final inspectiow &ollection of related fees. The scope of thaitau
was limited to permits issued from July 1, 2014ktigh June 30, 2016. Report findings are based on
information taken from a sample of transactions dondnot represent an examination of all related
transactions and activities.

AUDIT METHODOLOGY
In order to meet the objectives, Internal Auditaséd an understanding of the processes related to
permitting and inspections through observationstltd processes and discussions with pertinent
personnel; testing of revenue transactions; anigéwévg applicable forms, documents and reports tsed
account for permitting and inspections activitiednternal Audit also evaluated the presence and
effectiveness of any control systems related tonfigng and inspections.

In addition, Internal Audit:
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» Reviewed the City of Fayetteville Municipal Code@fdinances, North Carolina State Building
Code and North Carolina General Statutes for canpé;

* Reviewed data from Cityworks and JD Edwards, thg' €financial system;

* Reviewed the Permitting and Inspections Departrsaidtumented procedures, and

* Conducted a physical walk-through of the permittmgl inspections processes.

Internal Audit judgmentally selected a sample si#g@in permits, inspections, cash receipts andeak
fees for testing purposes. The samples were sélact they could be projected to the entire pojouiat
Due to the lack of hard case files and paper doatatien, Internal Audit relied on the accuracy atal
reflected in Cityworks, including but not limited &pplication information; project valuation figsre
square footage; and key permitting dates for agtin, permit issuance, plan review and inspections

FINDINGS, RECOMMENDATIONS,
AND MANAGEMENT’S RESPONSES

Finding 1
Internal controls need improvement.

Internal control is the integration of the actiegtj plans, attitudes, policies, and efforts ofggaesonnel of

a department working together to provide reasonalkurance that the department will achieve its
mission. More simply, internal control is what apdament does to see that the things they want to
happen will happen...and the things they don’t warttdppen will not happen. Internal controls provide
reasonable assurance that a department will beessfot and achieve its objectives. This includes th
Information Technology environment which when secunanages processes and protects computerized
information.

Effective control over the permitting process regsithat a method be established to ensure peaneits
not issued until all required conditions have bewmet. Approvals should be obtained before the
applications are given to the permitting technidiana permit to be issued. Additionally, there @laobe

a method in place to ensure all required inspestiave taken place before a project is closed muiiaa
certificate of occupancy or certificate of comptiarnis issued for all projects.

The overall purpose of internal control is to haldepartment achieve its mission and accomplidgiioer
goals and objectives. An effective internal consiydtem helps a department to:

» Promote orderly, economical, efficient and effexzbperations.

* Produce quality products and services consistéhtthe department’s mission.

» Safeguard resources against loss due to wastse gimismanagement, errors and fraud.
» Promote adherence to statutes, regulations,ipsland procedures.

» Develop and maintain reliable data, and accyratgort that data in a timely manner.

Accuracy and validity of data are questionable whebusiness lacks internal control. A lack of or a
breakdown in internal control can occur due to $&mpistakes or faulty judgments, or controls can be
circumvented through collusion or management oderri his can create the ideal environment for fraud
and increase the likelihood that significant errors fraud will occur and remain undetected. An
inadequate Information Technology environment caweha negative effect on operations that can
contribute to the loss of sensitive informatiorefthmisuse of resources, inefficient use of resesirand
inaccurate information for decision makers.

The Permitting and Inspections Department expeei@nchanges during the audit period that caused
adjustments to some inherent risks in the intecoalrol structure. These adjustments revolved atoun
opportunity, such as a mobile or decentralized afmar; unfamiliarity, with a new activity or progra
complexity, with the learning curve for a new sadte program; and a change in both personnel and the
operating environment. The Department experienafficudty completing departmental tasks for a
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number of reasons. A new software program was imetted challenging continuity of operations
because of the lack of proficiency needed to opeta system. Staffing turnover impacted operations
that new personnel needed to be trained not onlgarmitting and inspections processes but also on a
new system that was not well understood by expee@rpersonnel. This staffing issue also increased
workloads with operations having to be handled wittecrease in personnel. In addition, some peetonn
did not have a complete awareness of the rulesreguaations that govern permitting and inspections
processes. There is no master control list to decirthe existence and completion of all approvats a
other pre-permitting criteria. There is no consgisteon who should be giving approvals and what the
approval should be. In some cases verbal appravelgiven and cannot be documented.

Internal controls are the responsibility of all dement personnel. While everyone in a departmast h
responsibility for ensuring the system of interoahtrol is effective, the greatest amount of resgulity
rests with the managers of the department.

Recommendation

Permitting and Inspections management should parfoself-assessment of internal controls. Once risk
areas are identified, steps should be taken tecboontrol deficiencies so departmental objectives
achieved and departmental responsibilities are lahentifying risks and implementing control proceek

will not protect assets and produce reliable infation if personnel are not following established
procedures. To ensure that controls are effect®Remitting and Inspections management should
regularly review available documentation to conficontrols are being executed as designed. All
documentation should be reviewed and signed offbgna supervisor to ensure completeness and
accuracy. In addition, the self-assessment ofnialezontrols should be performed periodically tdrads
additional control deficiencies as they arise.

Finding 2
Written policies for the Permitting and Inspectiori3epartment were lacking.

The Permitting and Inspections Department did @eehany formal written policies and the procedures
provided to Internal Audit during field work wereistdated, hard to understand and seldom used by
department personnel. Policies can be describekeagrinciples, rules, regulations and guidelinssdu

by an organization to reach its goals and objestiVéithout explicit written policies, personnel miagt
clearly understand their responsibilities withire tthepartment, particularly if they are new. It ntake
more time to find resources to address questioms cam result in errors and inconsistent answers.
Procedures are the specific actions used to aatiEypolicies into day-to-day operations. Insuffitie
written procedures can create problems for an azgtan’'s cost effectiveness, service consistency,
accountability and decision-making. Public confidenn the organization can be undermined when
inconsistent services are provided. This can bec@merpetuating problem, since the departmentsrelie
primarily on mentoring to train new personnel, amden there are limited written procedures some
experienced personnel develop procedures on their o

Clearly written, readily-available policies and pedures help both new and experienced personnel be
accountable for their work. Formal policies caradig make the connection between procedures and how
they support an organization’s goals and stratptio. Formal policies would set forth requirements,
definitions, and procedures for conducting permiftiand inspections functions and without them,
consistency in the overall process is difficultaichieve. Without properly updated written policeexd
procedures, compliance cannot be evaluated. Psland procedures would be an important resource in
training new personnel and providing performangeeetations for the department.

Recommendation

Written policies for the Permitting and InspectioBepartment should be developed to set forth
requirements; to ensure consistency and reliabdityinformation; provide adherence to laws and
regulations, and include provisions for performamaasure collection, calculation, review and rapgrt
The procedures should be updated and include muffienformation to allow an individual who is
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unfamiliar with the operations to perform the neegg activities. Policies and procedures should be
revised to account for any changes in businesepses. This is particularly important when newesyst
are developed and implemented or other organizatidranges occur.

Finding 3
The Permitting and Inspections Department was notdgompliance with documentation requirements
and records retention rules and regulations.

To carry on an efficient permitting and inspectigm®gram, an adequate record-keeping system is
essential. Proper source documentation is vitakerisure the accuracy and the appropriateness of
information. North Carolina General Statutes, No@hrolina State Building Code, North Carolina
Department of Cultural Resources Records Reterdimh Disposition Schedule, the Fayetteville City
Code and City of Fayetteville Policies guide docaotagon activities, which include required
information, information type, required documerndatand document retention.

The Permitting and Inspections Department has famnal policy that involves scanning documentation
into the computer and attaching the documentatidhé electronic case file in Cityworks. Internaldit
noted 35 applications had not been scanned intpnvGiks. For permits examined in the sample for
which an application was present, 49 appeared fodmnplete, whereas, the applications were lacking
pertinent information such as number of units; Wwbhethe work was commercial or residential; whether
the work was new or existing; property owner infatimn; and/or contractor information. When
examining the application information, Internal Autbund 97 applications for which the information
recorded in Cityworks did not match the informatiom the application. In some cases the Cityworks
electronic file contained information not provided the application, or there was information on the
application not included in Cityworks.

Pursuant to North Carolina General Statute 87drdprojects with a construction cost of thirty trlsand
dollars or more, required documentation includesaited plans and specifications; work performedby
state licensed general contractor or is owner coct&d with an owner exemption affidavit; proof of
workers’ compensation insurance; and a lien agentficate. Internal Audit found one application
without the required detailed plans and specificesj two applications without the required proof of
workers compensation insurance; and one applicatitirout the required lien agent certificate.

In addition, the City’s Cash Handling Procedurediagate a copy of the daily cash receipts report
generated from automated system(s) should be eetdy the department and a copy sent to Finance. A
copy is not being retained by the Permitting angpéttions Department. Internal Audit also found ten
refund transactions in the sample for which thems wo documentation of any accounts payable
approval.

Cityworks was designed to have all required indpast re-inspections and defects found for eachiper
included in the electronic workflow of the permit énsure all required information was completed and
resulted by an inspector before a certificate afupancy/compliance is issued. Related paperwork and
emails should be scanned and retained electropigdthin Cityworks to document compliance and
related issues.

The lack of documentation may be due to weak ogktsir to a misunderstanding on the part of those
charged with the responsibility. The current prgcissfor Permitting and Inspections personnel smsc
documents and attach them in Cityworks only afteapprovals have been obtained and the permit has
been issued. According to Permitting and Inspestiparsonnel, applications are not required to be
retained as hard copies once the application hes beanned into Cityworks. However, the North
Carolina Department of Natural and Cultural Resesroutlines a records retention and disposition
schedule for municipal governments that has beeptad by the City (see Appendix A.) This schedule
requires documents to be retained in the same masnariginally produced and before any such rexord
are destroyed, permission must first be obtaindw Permitting and Inspections Department did not
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request approval through the North Carolina Depamtnof Natural and Cultural Resources to dispose of
paper applications and other documents once scant@e@ityworks.

Recommendation

Permitting and Inspections management should tp&eific measures to comply with records retention
rules as governed by North Carolina General Statuiorth Carolina State Building Code; North
Carolina Department of Cultural Resources Recoreteion and Disposition Schedule, Fayetteville
City Code, and City of Fayetteville Policies. Prdaees should be outlined for retaining all supmparti
documentation and where the documentation will pt kaking into account records retention rules.
Cityworks electronic files should be updated tdude all available documentation not yet attacleed t
permit file within the system.

Finding 4
Departmental organizational was not in complianceitiv the Fayetteville City Code for the
Enforcement of the North Carolina State Building GCe.

The City of Fayetteville is responsible for issuiag denying permits, making necessary inspections,
issuing or denying certificates of occupany/compi@ for completed work, issuing orders to correct
violations, bringing judicial actions against adtoa threatened violations and keeping records.e Th
General Assembly has given local government’'s exgréatitude concerning how they may organize to
handle enforcement responsibilities. PursuantddhiNCarolina General Statute 143-139 enforcemént o
the North Carolina Building Code, local officialscalocal inspectors are duly appointed by the guwner
body of the municipality to enforce the North CaralState Building Code.

Pursuant to Fayetteville City Code Chapter 7, BaddCode, Article Il Inspection Department, Sectibn
31, Organization of Department, establishes a dmgat to be called the inspection department and
designates the person in charge to be the inspetitiector. Additionally, Fayetteville City Code @pter

7, Building Code, Article Il Inspection Departmei@ection 7-32, General Duties of Department and
Inspectors gives the duty to enforce the provismiShapter 7, Building Code to the inspection clioe.

Currently, the City of Fayetteville does not havdepartment titled, “Inspections” as referred tdlie
Fayetteville City Code. Additionally, the City &fayetteville does not have an “Inspections Diréctor
position. In October 2015, the Inspections Departin{AKA Development Services) went through a
reorganization and the planning, zoning and codereement functions were split into a separate
department titled, the Department of Planning Seviand Code and Enforcement with oversight by the
Planning and Code Enforcement Services Directoe. flimctions of permitting and inspections resided
with the newly titled Permitting and Inspectiongéaitor.

Although the North Carolina General Statutes gmeseme latitude for how the City of Fayetteviketo
manage the enforcement of the North Carolina SBaiiéding Code, the City Council authorized the
“Inspections Director” to enforce all aspects of tBode. Whereas, currently the Code Enforcement
Division enforces portions of the North Carolinat8tBuilding Code but is not under the controlta t
“Inspections Director”.

In order to comply with the North Carolina StateilBimg Code, clear lines of authority and claritlyy o
roles and responsibilities should be defined. Addally, the Permitting and Inspections Department
needs to have flexibility to adjust capacity anaffsig expertise to maintain timelines under chaggi
circumstances. For example, some Code Enforcemafgion personnel possess certifications that
could provide needed specialty skills when needed.

Recommendation

To ensure compliance with the Fayetteville City €osenior management should consider reorganizing
the structure of the Permitting and Inspection ahe Planning Services and Code Enforcement
Departments so the Permitting and Inspections Rireaversees all matters related to interpretatiod
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enforcement of North Carolina State Building Cotte,include (if applicable) zoning, building plan
review, permits, inspections and code enforcenaanprovided in the Fayetteville City Code.

Finding 5
Demolition permits were issued without a bond incacdance with Fayetteville City Code.

The Permitting and Inspections department issuddd&2nolition permits without a bond posted at the
time of application for the permit, as requiredQity Code.

Pursuant to Fayetteville City Code Chapter 7, BoddCode, Part I, Article Ill Enforcement, Secti@n
62(a)(1) Permits Required, “No person shall comreemrcproceed with the construction, reconstruction,
alteration, repair, removal or demolition of anylthing or other structure, or any part thereof,heitit a
written permit therefor from the inspection depatin

In all cases of removal or demolition of a buildimgstructure a good and sufficient bond shall bstgd

by the property owner or by his contractor at tineetof application for a permit, to ensure complete
removal or demolition, including all rubble and debFailure on the part of the property owner & h
contractor to completely demolish, remove and dieampremises, after 30 days' notice by the apjatapr
inspector, shall be cause for forfeiture of suchdd

Based on an Internal Audit inquiry, Permitting dndpections personnel stated they were unaware the
City Code required the department to collect a borall cases of removal or demolition of a builglior
structure. Therefore, bonds were not posted tarerthe demolitions were complete and the lots were
completely clear of all debris, rubble and othealtiehazard materials.

Recommendation

Permitting and Inspections personnel should ensoimgpliance with the Fayetteville City Code Chapter
7, Building Code, Part II, Article 1ll EnforcemenrBection 7-62(a)(1) Permits Required, by requitng

bond be posted at the time of demolition permitliappon. Additionally, the City Code should be
updated to define the amount of the bond, whereasgently the amount is defined as “good and
sufficient”.

However, if Permitting and Inspections managemesteminine bonding requirements for demolition
permits are not required as provided in the Fay#lteCity Code Chapter 7, Building Code, Part II,
Article Ill Enforcement, Section 7-62(a)(1) PermiRequired, then the Fayetteville City Code showdd b
updated to reflect current requirements.

Finding 6
Certificates of occupancy and certificates of congplice were issued beforBnal inspections were
completed.

Internal Audit noted multiple certificates of ocaney and certificates of compliance issued withadut
inspections resulted on the permit workflows. Tmspections process should ensure all required
inspections are completed according to the NorttokPe State Building Code. All inspections shohlzl
documented before a project is finalized. By allogviPermitting and Inspections personnel to “work
around” system controls, management introducespthesibility of inferior quality of work or the
likelihood of not performing the required inspeato

Of the permits in the sample, there were ten wahificates of occupancy or certificates of comptia
issued in Cityworks and one certificate of compdenssued manually outside of Cityworks. Manually
issued certificates of occupancy/compliance shoatde allowed. Of these permits, Internal Audiirfd
six with a final inspection and/or certificates afcupancy/compliance resulted with a previousliethi
inspection that was not later resulted as “PASS”.
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Based on an Internal Audit inquiry, Permitting dndpections personnel were not resulting inspestion
on-site due to the lack of iPad compatibility witlityworks. Therefore, a “work around” was used to
issue certificates of occupancy/compliance withesgulting all inspections on the respective permits
There was one permit which reflected a status ofl E8®UJED, however; the workflow did not show the
final building inspection completed or the certifie of occupancy issued. A certificate of occupamayg
attached to the permit within Cityworks. This pdralso had a child permit that had not been firaliz
In addition to the “work around”, when temporaryrtficates of occupancy are issued, the only
documentation notated in Cityworks is in the noWghout a status in Cityworks that would indictie
issuance of a temporary certificate of occupaniog, likelihood increases that matters pertaininghto
temporary issuance will go uncorrected.

Per Information Technology personnel, certificatésccupancy/compliance are reports printed froen th
Sql Server Reporting Services software. TherefGrgworks did not have the capability to prohithie
issuance of a certificate of occupancy/complianct all inspections are passed on both the child a
parent permits. Additionally, it appears that antigating controls in place can be overridden by tise
of a handwritten certificate of occupancy or ceréife of compliance.

Recommendation

Internal Audit recommends the Permitting and Inspes Department work with the Information
Technology Department to develop and implement acgss to ensure certificates of
occupancy/compliance are not issued prior to apdéttions being documented as finalized. Permitting
and Inspections management should also streamlide aatomate documentation for certificate of
occupancy and certificate of compliance and eng®ueppropriate utilization of automated resouroes t
promote efficiency and accountability in the ingpmt approval process for temporary and final
certificates of occupancy and certificates of caane.

Finding 7
Certificates of compliance and certificates of ogancy were not issued pursuant to the North
Carolina General Statutes and the North Carolinag® Building Code.

The Permitting and Inspections Department condfietd inspections to monitor compliance with the
North Carolina State Building Code. The inspecipoocess culminates with the issuance of a ceatiic
of compliance. Certificates of compliance are neglito be issued for all permits pursuant to North
Carolina General Statutes and the North Carolin&Big Code.

Pursuant to North Carolina General Statute 160A-@28ificate of Compliancé’,At the conclusion of
all work done under a permit, the appropriate inggeshall make a final inspection, and if he firldat
the completed work complies with all applicablet&tand local laws and with the terms of the perhst,
shall issue a certificate of compliance. A temppertificate of compliance may be issued permugti
occupancy for a stated period of specified portiohthe building that the inspector finds may safed
occupied prior to final completion of the entirellding. Violation of this section shall constituseClass
1 misdemeanor.”

Although, North Carolina General Statute 160A-428 &lorth Carolina State Building Code 204.8 state
that at the conclusion of all work done under aniding, electrical, mechanical or plumbing perntlite
appropriate inspector shall make the final inspectind if all work completed complies with all staind
local laws and with the terms of the permit, aitiedte of compliance shall be issued, the Perngtand
Inspections Department did not issue a certifichtsompliance for all permits.

Based on an Internal Audit inquiry, the Permittangl Inspections Department only issued a certdioht
occupancy to commercial and residential new coostni and renovations.
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Recommendation

The Permitting and Inspections Department shoulsbien compliance with North Carolina General
Statutes and the North Carolina State Building Caxe create formal procedures for the certificdte o
compliance and certificate of occupancy process.

Finding 8
Enforcement actions to require contractors to complith the building code were not updated when
privilege license was repealed on July 1, 2015.

Pursuant to Fayetteville City Code Chapter 7, BogdCode, Part I, Article Il Enforcement, Secti@n

71, Failure to Comply with Building Code; Extensiafi Time; Revocation of Privilege License.
Whenever an inspector shall find that a provisibthe building code has not been complied with, and
the failure to comply is by a contractor, whethenot the building permit was issued in the naméhef
contractor, the contractor shall be given a reaslenapportunity to correct the failure to complythwvihe
building code depending upon the nature of the ampudiance. If the contractor fails to correct the
violation within the time given, which in no evesttall exceed 30 days, then the building inspedtall s
have the authority to revoke the privilege licensthe contractor until the deficiencies are caedc

The General Assembly repealed the privilege licetsse effective, July 1, 2015. Therefore, the
Permitting and Inspections department lacks théitghd ensure contractors comply with the North
Carolina State Building Code by revoking privildgense.

Recommendation
Update enforcement actions within Fayetteville Gtyde to ensure contractors comply with the North
Carolina State Building Code.

Finding 9
Poor computer system controls existed within therRiting and Inspections Department.

The Cityworks implementation project for the Peting and Inspections Department was initiated in
December 2014 with the primary objective of transing the permitting related functions from the
current system MAGNET to Cityworks.

Testing performed in Cityworks revealed the follog/ideficiencies in need of correction:

1. Cityworks was implemented without the capabilityrtotify the user when a permit was being
created for a location outside the City limits. Hw@r, Permitting and Inspection personnel had
the ability to review the map within Cityworks tetérmine if addresses were in the City limits.
Based on an Internal Audit inquiry, a feature tdifgothe user was recently added and is
functioning. Internal Audit did not test this nevdgded functionality(see finding #18)

2. Cityworks was implemented without the capability goohibit issuing and printing a permit
without the required approvals (plan review, zoniogde enforcement, etc). Instead, the system
allowed a permit to be printed at any time in tmecpss without the necessary approvédee
finding #25)

3. Cityworks had the capability to record the date amg of an inspection request which could be
used by management to track Permitting and IngpestDepartment performance measures.
Based on an Internal Audit inquiry, the scheduterction was cumbersome for the Permitting
and Inspections personnel, therefore scheduling deag® manually. During the audit, Internal
Audit noted Permitting and Inspections personnalewsesing EXCEL spreadsheets to manually
track inspection scheduling. Manually tracking rm@tion can be more time consuming and less
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10.

11.

12.

reliable than information tracked by a softwaregpam. Internal Audit understands this feature is
being enhanced by the software developer.

Cityworks did not have the capability to notify thuser when entering an incorrect parcel
identification number (PIN). Based on an InternaldA inquiry, this is not a function of
Cityworks but a GIS function, whereas; the data esnfrom the Cumberland County Tax
Records(see finding #18)

Cityworks was implemented without the capability aatomatically expire permits based on
specified guidelines. Based on an Internal Audjuiry, Cityworks does have this function and is
being configured by the software develofeee finding #17)

Cityworks did not have the capability to prohib#siiance of a certificate of occupancy or

certificate of compliance until all inspections warassed on both the child and parent permits.
However, based on an Internal Audit inquiry, thisdtion is being configured by the software

integrator. ¢ee finding #6)

Cityworks did not have the capability to prohibi@sulting inspections on expired permits.
Without this capability, inspections may have beempleted on invalid permits. Based on an
Internal Audit inquiry, once permits automaticalgxpire the Permitting and Inspections
personnel will not have the capability to resultexpired permit.

During fieldwork, Internal Audit personnel’'s namegspeared in the “modified by” field in the fee
table on permits within Cityworks. This made it aepp that Internal Audit personnel were
modifying data within Cityworks. However, Intern@iidit personnel were only provided inquiry
access to Cityworks. Therefore, “modified by” infation is unreliable. Based on an Internal
Audit inquiry, anytime an existing case is openhivitCityworks for any purpose regardless of
permissions, the “modified by” field in the fee lalis updated when the auto recalculate is turned
on for fees. The Cityworks support team recommendedng off the auto recalculate field. Per
Information Technology personnel, the auto recakeufield is required within Cityworks and
cannot be turned off due to fee calculations baseduantities and square footage that require
fees to be recalculated if updated within Cityworks

There were instances when Cityworks allowed forirpection to be resulted; however, the
result was reflected on the workflow with only a&eck mark. The system allowed Permitting and
Inspection personnel to move to the next milestoihaspections. Based on an Internal Audit
inquiry, this observation was forwarded to the wafe developer for follow up.

Cityworks was implemented to allow Permitting amdgections personnel to add and delete
inspections to permit workflows as a “work around’perform their job duties. Without controls
over adding and deleting, inspections could be &sge creating health and safety concern for
our citizens(see finding #30)

Cityworks was implemented with a lack of controlgep fees, whereas, Permitting and
Inspections personnel were given access to addfyratd delete as a “work around” in order to
perform their job duties. Without controls over b deleting and modifying, there is a risk that
correct fees were not billed and collected cauiiegCity’s customers to be over or undercharged
for permits (see finding #26)

Cityworks was implemented allowing Permitting andsgections personnel to backdate
inspection activity. Initially, iPads were purchdder all inspectors, but due to the City server
performance causing Cityworks to “time out” and tRed incompatibility with Cityworks, the
Inspectors would result tasks/inspections durirtg &fternoon office hours or the following
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morning. By allowing inspection results to be baatkedl and not resulted in Cityworks at the time
of the inspection, the risk that the inspectionl widt be recorded increases. Implementing this
control will contribute to a higher integrity ofdpections datgsee finding #29)

13. Internal Audit noted that a user was given the aygirto use someone else’'s access due to
problems with their own access. Per @ity of Fayetteville Policy # 114 Information Teckogy
Appropriate Usage, All Users shall have the applicable user profild password/access code to
access resources on the City IT Network. Thesdlgsadind passwords/access codes are not to be
shared with any other person at any time. Each Idsesponsible for all action taken while using
his/her user profile, password, access code, thresefigning on for another person with your
password is not permitted at any time.” Violatiofishis policy could result in suspension of access
or termination of employment. Therefore, Permittangd Inspections personnel should not allow
others to use their access, and all passwordsdshewdppropriately protected.

Recommendation

Testing performed by Internal Audit in Cityworksrealed deficiencies, whereas, there were areasewher
Internal Audit was not able to determine compliamith laws and regulations. Therefore, Permitting a
Inspections management should consider havingaadiged audit of the Cityworks software to enstime
deficiencies revealed in Cityworks are remedied wiiltl provide an adequate level of control, ensure
processes are put in place to address controlfichvCityworks is unable to perform, and the softwis
utilized to its maximum efficiency.

The Office of Internal Audit recommends Permittangd Inspections management review the permitting
and inspections process to determine key persamnelwill have the ability to override the Cityworks
system setup by adding, modifying and deleting,faespections and permits within Cityworks. Prior t
developing and implementing a process related toess controls, Permitting and Inspections
management should assess Cityworks setup relatdenmitting and Inspection fees and inspection
workflows to ensure consistency with current pctivhile taking compliance to North Carolina Gehera
Statutes, the North Carolina Building Code andRhgetteville City Code into consideration. Alignrmen
of the required processes with the setup in Cithwahould mean that overriding Cityworks setup by
adding, modifying and deleting is an exception aatthe rule.

Permitting and Inspections management should ernBarmitting and Inspections personnel read and
understand th€ity of Fayetteville Policy # 114 Information Teclogy Appropriate Usageand stress
the importance of not allowing others to use theiress, and protecting all passwords. In additioitten
policies and procedures should be documented onduoesses will be requested, who will approve the
access and how access will be removed when itlemger needed.

Finding 10
The Permitting and Inspections Department shouldtasish a quality review program for the
permitting and inspections process.

Permitting and Inspections has one building offiarad four inspection supervisors. Based on aeria
Audit inquiry, the building official and inspectiosupervisors were not able to provide documentation
reflecting supervision of inspectors, to includelmtionary personnel. Monitoring for compliancehwit
standards, as well as managers reviewing inspewetork for consistency with North Carolina State
Building Code and meeting minimum standards foe@f¥e inspections should be performed.

Based on an Internal Audit inquiry, supervisorsaligthad full operational workloads that did nadoal
time for quality reviews to ensure consistency aacdhpliance with laws and regulations and trainiag a
needed. In this situation, inferior quality of wodk lack of performing assigned work may not be
detected and addressed in a timely manner.
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An important element of internal control involvelset continuous monitoring of activities through
supervision. Supervision is the ongoing oversigidgnagement and guidance adopted by management to
help ensure the objectives are efficiently andatffely achieved. One aspect of supervision ingslv
monitoring, reviewing, and approving the work obsglke performing an activity to ensure the work is
performed correctly.

Recommendation

Internal Audit recommends a work quality review gmam be developed and an adequate number of
appropriate quality reviews of all permits and idjons be conducted in a timely manner. Documented
results should be maintained and utilized as measafreffectiveness during performance evaluations.

Finding 11
The Permitting and Inspections Department did noave sufficient data quality and integrity for
reliable reporting and tracking purposes.

The analysis of performance results identifies oppaties to improve the quality, efficiency and
effectiveness of the services provided and can tineCity develop budgets based on realistic carsts
benefits, not just historical patterns. Performanmaasures help focus decision making and convey to
citizens what the City plans to achieve, what iagsually achieving and what it costs. This carydrd
conveyed if the information used is accurate, &edntegrity of the data can be relied upon.

Data integrity/data quality can be defined as tiagesof completeness, consistency, timeliness,racgu
and validity that makes data appropriate for amjivse. Per the Mayor's Message in the City’s Sfiate
plan document: “The City's Strategic Plan, setediion, guides decision-making and resource alimcat
and enables Fayetteville to be a leader in progi@ircellent municipal services. The Strategic Paa
critical component of a larger system of planning éur organization’s success, which includes the
annual budget process, resident input, capitaltecithology prioritization and financial planninddata
guality is key to managers making informed decisiand for long range strategic planning.

Based on an Internal Audit inquiry and observatdata entered into Cityworks was not reviewed. All
permit applications should be reviewed by an appaitg level inspector before a permit is issuea (se
finding #25). Instead, permitting technicians wezguired to “review” applications as received antee
the data while not fully recognizing the relatiomsbetween what is initially input into Cityworksé
how this information affects permitting and inspeat processes.

The organizational structure of the Permitting dnspections Department also played a role in the
quality and integrity of data with additional dafaality iSsues occurring as data was moved thralgh
permitting process (see finding #4). According &rriRitting and Inspections personnel, the permitting
process begins in the Zoning Division of the Deparit of Planning Services and Code Enforcement, yet
the Zoning Division did not enter the initial infoation into Cityworks. There was also no indicatibn
additional information was obtained prior to pras#ion to the permitting technician. Informatiorosid

not be isolated by departmental boundaries. Citikerdnas the capability to integrate data across
departmental boundaries, but this functionality wasbeing capitalized upon. The quality of a psscs
only as good as the quality of the data used imptbeess. If all needed data is not transferredrately
throughout, then problems occur. Proper reviewshedp ensure problems are detected and can usually
be remedied easily once the source of the probkendentified; but these reviews were not being
performed (see finding #10).

The Permitting and Inspections Department had deoted performance metrics to monitor department
performance, but lacked written policies and proces for these performance metrics, so it was ancle
how work was to be evaluated (see finding #11)nféng and Inspections Department performance
metrics are reported periodically to City Coundd the Manager’'s Messenger. Internal Audit deteetin
the information presented for these periodic repaoss obtained from manually maintained reports and
was unreliable. What was being reported was eithisteading; comprised of duplicated information,
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comprised of data that was not all inclusive beeaust all relevant information is input to Citywsrk
comprised of data for which there was no qualijew (see finding #10); comprised of data provided
manually from several different sources with diffigrunderstandings of the information to be proslide
or the metric was measuring data that has notgen blefined within the department or was not ctlgren
being tracked.

Recommendation

The Permitting and Inspections Department shoutdbéish measurable and achievable performance
goals and service standards. Permitting and Ingpscinanagement should establish formal processes t
collect performance information and provide adeguiining to ensure accurate input of the datd tse
guantify each performance measure. Once appro@fermance information is available it should be
used to better inform management for decision-ngaland should also enable the Permitting and
Inspections Department to better manage its opastnd determine the appropriate balance between
service level and resources.

Finding 12
Cityworks 2015 update created further data integrénd accuracy concerns.

Data within Cityworks should be accurate and coteplélowever, the 2015 update implemented in
Cityworks on June 29, 2016 caused a data integstye. Internal Audit noted an instance in whiah th
permit showed no outstanding fees due from cortrattomeowners based on the review on June 17,
2016. However, when Internal Audit accessed thenpan Cityworks on July 12, 2016, there was an
outstanding balance. Based on an Internal Auditilfgginformation Technology personnel indicated th
2015 Cityworks update included a fix which automalty recalculated the fees when the ‘Auto
Recalculate’ box was checked and the square fodtagdeen modified. Prior to this update, Perngjttin
and Inspections personnel would manually calcidatechange in fees due to a change in square fotag
and add the difference owed as a separate feetymv@ks. When the update was implemented, the
original fees Cityworks calculated based on thegional square footage automatically recalculatecthas
on the modified square footage causing permitshtmawsan outstanding balance for the fee amounts
Permitting and Inspections personnel had manuallyutated and added to the permits.

This update created outstanding balances for perthdt had been finalized causing fee data within
Cityworks to be unreliable. Permitting and Inspaasi and Information Technology personnel were
unaware the update had this affect until Internadibrought it to their attention. Therefore,stunclear
how many other undiscovered data integrity problémesupdate created.

Recommendation

The Office of Internal Audit recommends Permittimgnd Inspections management consult with
Information Technology personnel to review the ietpan Cityworks regarding this instance and any
other changes made by the 2015 update. Any datgrityt issues should be reviewed to determineyf an
data needs ‘cleaned’ and fix any ‘clean up’ congidenecessary.

Finding 13
Permitting and Inspections personnel lack the knadbe to use Cityworks effectively.

Personnel should be provided the necessary trainauds, resources and information to support the
accomplishment of their duties and responsibilitiésrsonnel are expected to learn on the job from
supervisors and experienced personnel. During imghdation of Cityworks, formal training was
provided by the software developer; however, theas no evidence of who received this training. eBas
on an Internal Audit inquiry, users of the Citywsrgystem receive on the job training; however, tips

of training can be ineffective and create probleviiben training is ineffective, personnel could labk
sufficient knowledge needed to effectively do thHelss resulting in departmental and/or City goaté n
being met. This may also lead to low morale, wiah result in personnel turnover.
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Additionally, without sufficient knowledge, persaincould spend considerable time seeking help to
perform their jobs, or they could perform taskstheir understanding, to the detriment of the work

process. This could lead to errors with supervisord more experienced personnel being required to
spend time monitoring unskilled workers, which dets from their work and increases the amount of
time necessary to complete tasks.

An entity that does not properly train its persdnc&n expect a possible increase in miscellaneous
expenses, which could include the cost associatitdl problems sustained from unskilled use of

equipment, supplies and software; compensation afditional time to complete assigned tasks;

compensation to customers for mistakes made; aadcdist of defending the City against lawsuits.

Untrained personnel also lack adequate knowledgeshills to provide satisfactory customer service,

which can result in dissatisfied customers.

Recommendation

While inspector training may be driven by certifioa requirements, non-inspector personnel training
needs are not. Conduct a personnel training assessand develop or provide training opportunities t
meet the needs identified. Permitting and Inspastimanagement should dedicate the appropriate
resources and time to ensure proper training fpadment personnel. An important part of any traini
program includes basic product knowledge. Each memabthe department should be familiar with the
services offered in order to competently satisfgtemer needs by providing accurate information and
good customer service. Training should also incladeunderstanding of the entire permitting and
inspections process and how activities in each af¢he Permitting and Inspections Department affec
actions taken in other areas both within the depamt and across other departments. In additiomdbr
training on the Cityworks software program shouwtdristituted to provide familiarity with the system

Finding 14
Permitting and Inspections personnel lack the kn@adbe to use Cityworks’ reporting functionality
effectively.

Permitting and Inspections Department personnekwet proficient with the reporting functionality
within Cityworks. During implementation of Citywask formal training was provided; however, there
was no evidence of who received this training. Base an Internal Audit inquiry, reporting requeate
made by Permitting and Inspections personnel wrin&tion Technology personnel who then either build
a report or contact the software developer for @ig/works program to build reports. Reporting
capability should be available to evaluate perforoeaat all stages of the permitting and inspections
process. In addition, the capability to edit andiogate reports should be available to personnél an
management as needed for changes in reporting eaggmnts.

The Permitting and Inspections Department doeshawé written policies and procedures that outline
how information is to be tracked and reported aoelschot maintain information that is readily avaliga

in a convenient form for performance measuremeetmji application review, permit issuance, fee
calculations, refunds, compliance issues, inspestiaview, enforcement actions, inspector certifice

or access controls. Permitting and Inspectionsopeed are currently using a limited amount of répor
within Cityworks and manually updated informatiam feporting purposes.

With the lack of processes to record, track oreevinformation, it is difficult for the Permittingnd
Inspections Department to monitor the level of perfance in the department or to track the
department’s effectiveness. Increased reportingluitipes for permit holder non-compliance with or
Carolina General Statutes, North State CarolineeRailding Code and the Fayetteville City Codeldou
help to identify trends for inconsistencies thatildohelp with customer training. Improved reportiiog
performance metrics would help analysis of depantaieefficiency and effectiveness.

Additionally, without adequate information and repw the Permitting and Inspections Department
cannot identify where possible inconsistenciestexithin the Department and what trending issues ar
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occurring. Reliable, relevant and complete repgrtapability supports organizational efficiency ama
cornerstone of sound decision-making.

Recommendation

Permitting and Inspections management should ifyettie kinds of reporting information needed in
order to adequately track and assess the efficiehtlye permitting process. Internal Audit recomaen
Permitting and Inspections management work withlttiermation Technology Department and/or the
software developer to improve standard reports taat be used on an ongoing basis to ensure the
information needed to manage the permitting angecigsons processes will be available to those athrg
with the responsibility.

Finding 15
Training should be provided to customers for enh&wccommunications.

Based on an Internal Audit inquiry, Permitting dndpections personnel indicated a plan review board
meets periodically to allow customers the oppotiutd ask questions and present their plans faevev
with all applicable City departments in the meetig addition, Internal Audit noted Planning anddé
Enforcement Services Department conducts trainisgiens for their customers. However, no training
sessions were being offered to customers on thesdPérmitting and Inspections process. Customer
training sessions should be offered periodicallyalow for an easier transition through the pernmutt
and inspections process. Without training for comgtes, applications are completed incorrectly andt la
required documentation; failed inspections areatgze and personnel time is needed to answer questi
via phone calls and office visits.

Recommendation

The Office of Internal Audit recommends Permittiagd Inspections management collaborate with all
departments involved in the City's permitting amspections process to develop routine customer
training sessions to be held at least annually s&rmessions should, at a minimum, cover information
within the entire permitting and inspections praceich cause the most customer confusion, suck-as
inspections and frequently asked questions. Intiadd any new laws, regulations, and requirements
should be included in the training sessions.

Finding 16
Permits did not reflect the current status.

The Permitting and Inspections Department prometddic safety by requiring building permits for
construction projects within the city limits and ncucting timely inspections of residential and
commercial structures for which those permits amevided. The Permitting and Inspections
Department’s mission states one of its main puposéprotecting the health, safety and welfarehef
community.” In order for the Department to achiehés goal, effective control over the permitting
process is essential. An integral part of effectoantrol over the permitting process is to ensure
continuous monitoring of activities through supsion. One aspect of responsible supervision inglude
monitoring, reviewing and approving the work of $eoperforming an activity to ensure the work is
performed correctly, including accurate reportinfgpermit status (see finding #10). Without proper
scrutiny of permit status projects may not complthwhe most current building codes, which makes th
project unsafe for the customer and the community.

Over 80% of permits issued since implementatiolCibfworks currently have a status of “ISSUED”.
Internal Audit found 82 permits within the sampléhwva status of “OPEN" “ISSUED” “CLOSED”
“CANCELLED” or “EXPIRED” but the permits had no ipsctions documented in Cityworks.
Approximately 90% of these permits did not havetatus change to reflect the current status of the
permit, but instead still held a status of “OPEN"“¢SSUED". In addition, Internal Audit found 20
permits that do not appear to have been issuedtynv@ks. According to Permitting and Inspections
personnel, an explanation why a particular pernais wever issued in Cityworks could not be given if
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there were no notes in Cityworks to indicate strdrmitting and Inspections personnel did indichéd &
permit not being issued could have been the redudt variety of reasons such as: duplication, atnta
never made for payment; the customer changedntfiad before issuance; the customer never submitted
a permit application for child permits; or the wgopermit type was created by the technician anddvou
have had to be redone with the correct type antygab

Internal Audit understands Cityworks does not hidneecapability to auto populate the status durirg t
workflow and must be manually changed. Accordin@¢smitting and Inspections personnel, there is no
review process for permits issued with no actiatyd no quality reviews are being performed (see
finding #10). Permits that do not reflect an acteirstatus could potentially cause negative impaxts
public safety, oversight, and program efficiency affectiveness.

Recommendation

The written policies and procedures recommendefiniding 2 should include practices for closing or
otherwise terminating permits that have been abh@alipast a certain time threshold as such jobs may
require the project to comply with newer, saferding codes and would help protect the public gafet
Permitting and Inspections management should asmtiworking with the Information Technology
Department and the software developer to implerabahges that would update a permit status as it is
moved through permitting and inspections proces€exe these changes have been completed and
thoroughly tested, the impact on historical infotima that may occur should be assessed before
implementing such changes.

Finding 17
Permits were not being monitored for expiration.

Expiration of permits is governed by the North Jiae State Building Code and the Fayetteville City

Code. An expired permit can be an indication thetre@tor may not have completed the permitted work
or the work performed may not have been inspectatioa the inspection has not been recorded in
Cityworks. Internal Audit found evidence of expirpdrmits that did not have a status of “EXPIRED”

and had resulted inspections after the date ofatipn.

For expired permits, the applicant has to reapplty i@pay all associated fees. A new permit is kdne
Cityworks with reference in the comments sectiondendo the old permit. Cityworks does not
automatically expire permits, instead this is a wanprocess done by Permitting and Inspections
personnel. Based on an Internal Audit inquiry, Retimg and Inspection personnel do not monitor when
permits/permit applications expire, and there isdocumented process in place to verify that a new
permit is issued when a permit has expired befayeveork can be done. Without monitoring of expired
permits, there is the risk that an unsafe buildirlg be occupied. According to Information Techngjo
personnel, Cityworks has the capability to autooadly expire permits based on specified guidelifes,
Cityworks was implemented without the function @iemal. However, this function has been priortize
to become functional, and there are plans to gatproduction in the near future. Lack of monibgyifor
expiration increases the risk that the permittegjgut could be completed without the oversight of a
inspection, possibly resulting in unsafe conditions

Additionally, failed inspections are not alwaysimgpected and the permit expires. Without propmealfi
approval, the permit holder and property owner ocafe assured of the project meeting the provisains
the North Carolina State Building Code. It is caildhat Permitting and Inspections management take
every reasonable action to ensure permits witkdditspections are followed to conclusion.

Pursuant to Fayetteville City Code Chapter 7, BogdCode, Part Ill, Article Ill Enforcement, Seatid-

68, Time Limitations on Validity of Permits. “All ggmits issued under this chapter shall expire by
limitation 60 days after the date of issuance & twork authorized by the permit has not been
commenced”. Based on an Internal Audit inquiry,nilieimg and Inspection personnel consider a permit
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to be expired at six months after the date of isseaf the work authorized by the permit has natrbe
commenced.

Recommendation

Allowing permits to expire should not be an easyhud to avoid inspection and circumvent established
controls. Permitting and Inspections managementildhestablish controls to ensure failed inspections
are followed to conclusion so the permit holder/andontractor seek and receive final approvalhef t
project.

The Cityworks software should be configured to engbtically expire permits based on specific critefia
risk assessment should be prepared before perntitg WZityworks are automatically expired, whereas,
implementing this program could have a signifigampact on permits.

A report should be created and run at some stateaval to resolve expired permits and impose a
terminal status of EXPIRED. Some consideration khalso be given to sending a notice to the permit
holder advising of the expiration of the permit doelack of activity and giving the permit holden a
opportunity to respond.

Permitting and Inspections personnel should ensomgpliance with the Fayetteville City Code Chapter
7, Building Code, Part Il, Article 11l Enforcemergction 7-68, Time Limitations on Validity of Pdts)

by expiring permits 60 days from issuance if theknauthorized by the permit has not been commenced
or update the Fayetteville City Code to be conststeith the North Carolina State Building Code
requiring the time limitation for a permit to expias six months after the date of issuance if thekw
authorized by the permit has not been commenced.

Finding 18
Address information and Parcel Identification Numbg (PIN’s) were not being verified.

In order for timely inspections to take place aaterinformation is needed. In addition, the PINtioa
application should match the PIN in Cityworks ahd Cumberland County tax records. Internal Audit
found 231 permits for which the PIN was not the sam the application, within Cityworks and in the
County tax records and noted permits for which address in Cityworks did not match the address
indicated in Cumberland County tax records. Adddilby, permits were being issued in Cityworks for
locations outside the City limits. Cityworks initiadid not appear to have controls to preventisga
permit for a location outside the City limits. Hoveg, Permitting and Inspection personnel had thigyab

to review the map within Cityworks to determineaifldresses were in the City limits. An update to
Cityworks was implemented on June 29, 2016. Acogrdio Information Technology personnel, a
custom code feature to notify Permitting and Ingipas personnel when a permit was created for an
address outside the City limits was implementegaas of the 2015 upgrade and is functioning properl
Internal Audit did not test this newly added funaolity.

Based on an Internal Audit inquiry, there is nogass for verifying the validity of PIN’s to address
within Cityworks. Cityworks does not appear to halwe capability to notify the user when the PIN and
address do not match. Additionally, there is naawvprocess for applications before permits aredds

An appropriate level inspector should be reviewting applications before a permit is issued, at Wwhic
time the address and PIN could be verified (sedirit #25). Information from building permits is
provided to the Cumberland County Tax Administnatior ad valorem tax billing purposes. Although,
the Cumberland County Tax Administration does tlo#in assessment of values for tax purposes, it is
imperative that accurate information be provide@&nsure address information is correct for acclyrate
assessing ad valorem taxes.

Recommendation
Permitting and Inspection management should coatéiwith the Information Technology Department
and/or the software developer to develop contratllsimCityworks to verify the correct PIN is presem
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permit records. Should Cityworks not have this &téjig, Permitting and Inspections management
should develop mitigating controls to ensure theditg of PIN’s during the review and approval pess

for permit applications. In addition, Permittingdaimspections management should develop a prooess f
consistent and accurate input of address informatiad work with the Information Technology
Department and/or the software developer to fultggrate the GIS mapping function within Cityworks.
In the interim it may be beneficial to enter inf@tion in the “Notes” section of a permit to indiedahat
the address will not match the County records ahg. Whorough testing of all upgrades should be
performed to ensure the product is performing edaeptable level to achieve departmental goals.

Finding 19
Published Fee Schedules lacked clarity and transgracy.

The Fee Schedule should be clear and transparerthdouser. Without a clear and transparent fee
schedule, citizens and contractors are unable terrdae what fee should be charged without asking
Permitting and Inspections personnel for clarifmatwhich could cause frustration for the customker.
addition, asking for clarification not only takep the contractor/citizen’s time, but also Permgtand
Inspections personnel’s time.

In order to re-calculate the permit fees for tHected sample, Internal Audit utilized the City'sljpished

fee schedules for Fiscal Year 2014/2015 and Figear 2015/2016. While utilizing the fee schedules,
Internal Audit noted not all fees were disclosed faes lacked clarity; therefore, fees were chalpesekd

on individual interpretation which means custommaesy have been over or under charged. In addition,
there was a lack of consistency between the Feedbtdhy permit applications, Cityworks and the

Fayetteville City Code.

There was one demolition permit in which the feeswharged at four times the rate. The Fee Schedule
for both Fiscal Year 2014/2015 and Fiscal Year 22056 said the charge for ‘Work Without a Required
Permit’ is ‘4 times all applicable permit fees’.oWever, the Fayetteville City Code Section 7-7Q@esta

"If a project is commenced prior to obtaining arpithat is required, the total cost of the perwiit be
increased 100 Percent.” Therefore, the Fee Sthedd Fayetteville City Code were not in agreement

In addition, the Fayetteville City Code Chapter téer 7-70 stated, “Fees for building-zoning permits
shall be based upon the total estimated cost ofptbposed work in accordance with the building
valuation data adopted by city council, and the Bebedule listed the fees for ‘Interior or Exterior
Construction or Renovation Projects without Squemetage Basis’ by ‘Construction Cost’. However,
there were 13 permits in the sample which the apptin orZoning Compliance Forrasks for the ‘value
of improvement’ or ‘project valuation’, and not tle®nstruction cost'.

Internal Audit identified 21 permit fees in whidietitem needing inspection was specifically listedthe
application, but not specifically listed on the Féehedule. Therefore, Internal Audit was unable to
determine the correct fees to use from the Fee dbbdewithout clarification from Permitting and
Inspections personnel. These items included: Mg#se/Riser, Bathtub, Lavatory, Washing Machine,
Low Voltage Security Alarms, Low Voltage Telephohew Voltage Data Cable/TV, Condensing Unit,
Exhaust Fan, Gas Flue, Generator, A.T.S — Autonfatiasfer Equipment and Cell Phone Tower Control
Cabinets.

There were 34 instances in which the fee couldbeotletermined for a permit in the sample selection
because the Fee Schedule did not list the facted ts calculate the fee. For example: if an ‘Elect
Sign Connection’ be charged per sign, connectiocatlon, project, etc. The Fee Schedule only says,
“Electric Sign Connection” “$30.00”. Of the 90 &eender the Permitting and Inspections areas of the
Fee Schedule 77 (86%) did not list the factor gesfshould be based on.
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For the 70 heating, ventilation, and air conditt@n{HVAC) change out permits, tidechanical Permit
Application Formrequested the ‘# of Systems’. However, the Fde@de and Cityworks refer to the
number of units. In addition, there are seversiances on thiglechanical Permit Application Foritiat
refer to_units. Changing these to be consistedtoarproviding clarification on the Fee Schedule an
applications could alleviate confusion on the péthe citizens and contractors as well as Pemgijttind
Inspection personnel.

A minimum fee was not listed on the Fee Scheduleirisulation or building permits. However,
customers were charged $30 for 14 building andn&ulation permit fees in which the fee calculated
be less than $30.

Internal Audit noted a plan review fee had beerrgdnd and paid for a cancelled permit. Based on an
Internal Audit inquiry, Permitting and Inspectiopsrsonnel indicated that the plan review fee wés no
refunded to the customer because plan review feaesamrefundable. However, the Fee Schedule did no
state the plan review fee is nonrefundable.

There were two fees charged in Cityworks which weérdisted on the Fee Schedule. ‘Gas flue
penetrations through the roof was charged on teonits, and ‘Mechanical - Misc Mech ltems’ was
charged on five permits.

In addition, ‘Duct Work ONLY’ was listed on the msnical application, but the Fee
Schedule had two separate fees listed for duct wrk Duct Extensions and Alterations and (2)
Commercial Exhaust and Duct System. It was uncidach fee should be used when ‘Duct Work
ONLY’ was selected on an application for a comnadrpioject.

With all these inconsistencies, the City is at n§kosing customer and taxpayer confidence.

Recommendation

The Office of Internal Audit recommends Permittiagd Inspections management review the existing
Fee Schedule to determine whether enhancementsl\wooNide additional transparency and clarity for
citizens and contractors. In addition, Permittamgl Inspections management should ensure consistenc
among the permit application, Fayetteville City €aohd the Fee Schedule.

Finding 20
Cityworks was not reconciled to the general ledger.

Permitting and Inspections currently issues permising Cityworks software. Cityworks was
implemented in December 2014, replacing Magnetth Béagnet and Cityworks cash receipts fell within
the scope of this audit. Since, neither Cityworks Magnet are credit card systems, after a pemsnit i
entered into Cityworks/Magnet, the payment is pssed through Point of Sales (POS). Once the POS
transaction is complete, Permitting and Inspectipessonnel should ensure the permit payment is
reflected in Cityworks/Magnet. On a daily basmnsactions entered into POS are uploaded into JD
Edwards to the City’s general ledger. At regutgeivals Permitting and Inspections personnel shoul
ensure the financial data in all these systemste@lao Permitting and Inspections reconciles.
Reconciliations are an internal control used tamiifig errors. Unidentified errors over time coldd to
material misstatements in financial reporting. &eqgg routine custodial fund reconciliations is an
important step to ensure City assets are propedgumted for and recorded. To reduce the posyiluifit
fraud and error, procedures should be establisheddure reconciliations are conducted and peiadigdic
checked by an authorized individual independentheffund. A proper reconciliation process ensures
that Permitting and Inspection revenues receiveah ftustomers are recorded to the City's genergded
system and posted to the correct account numbehoWtia reconciliation process, there is an in@éas
risk that City monies may not be deposited andrazmb properly.
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Based on an internal Audit Inquiry, Permitting dndpections personnel indicated a reconciliatios wa
done each day between Cityworks/Magnet and POSthemduploaded from POS to the general ledger.
However, in the cash receipting review, Internaldunoted Cityworks/Magnet did not agree with the
general ledger for four (40%) of the 10 days reddwn the cash receipting sample.

The difference noted for two of the days was dueetands not being recorded in Cityworks/Magnet.
There was a refund of $25 posted to the genergeledn August 6, 2014 not recorded in Magnet, and a
$30.31 refund posted to the general ledger onZ&iI®2015 not recorded in Cityworks.

Based on an Internal Audit inquiry, Permitting dndpections personnel indicated if a refund wasemad
the same day the permit was issued; then the refasdecorded in Cityworks/Magnet. However, if the
permit was not issued on the same day the refursdde@ae, Permitting and Inspections personnel did no
record the refund in Cityworks/Magnet.

Based on further inquiries into this matter, Petingt and Inspection personnel indicated if a tratisa
was completed in POS, the transaction should stagityworks/Magnet because it's a completed
transaction. Permitting and Inspections persoriagdd a permit technician should only be refundees

in Cityworks/Magnet if the wrong fee was initialgharged in Cityworks/Magnet or a credit card was
declined in POS. Without ensuring all financia@nsactions related to revenues are recorded, inglud
refunds, financial reports in Cityworks/Magnet witht be complete and accurate.

The difference for the other two days was due tegister not being closed out within POS. All dail
transactions input into a register will not uploatb the general ledger until it has been closedauthe
day. In the review, Internal Audit noted a regist@s not closed out on May 27, 2015; therefore, th
general ledger appeared to be understated by $92h8n comparing it to the Cityworks daily revenue
report. However, the register was closed out thet day, and the general ledger for May 28, 2015
appeared overstated when comparing it to the Citgsvalaily revenue report. Finance Department
personnel indicated registers are not always claagdimely, and regular reminders were sent to all
applicable City departments on the importance ofiolg out the registers as an integral part of the
closing procedure. In addition, Finance Departm@risonnel requested and now have the ability to
monitor the status of terminals in all locationsl &xave the ability to close them out, if necessary.

Recommendation

Permitting and Inspections management should déeterifi Cityworks has the capability to provide
reports by subsidiary ledger for fees charged &iarners, which could be used to reconcile to thg'<Ci
general ledger.

Permitting and Inspections management should dpwetiiten procedures which should be followed to
ensure a documented reconciliation between the atsdiiled/refunded in Cityworks and actual revenue
posted in the general ledger is performed at regatarvals. The reconciliation should be complete
with verification of the balances by a second aritleal individual including initialing and datingperts

to document a review and reconciliation was perémm

In addition, Permitting and Inspections managenstiould develop written policies and procedures to
document the process and the importance of clakm@OS register nightly.

Once these processes are established, Permittthgnapections management should ensure personnel
are adequately trained on them.

Finding 21
Permitting and Inspections personnel did not recédlecHome Owner Recovery Funds.

Payments were submitted quarterly to the North I@ed.icensing Board; however, a “homeowner
recovery fee report” from Cityworks was not recéedito the general ledger before processing the
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payment to the North Carolina Licensing Board cagisan overpayment due to permit refunds of the
Homeowner Recovery Fund fee.

The $10.00 homeowner recovery fee when collectedriently recognized as revenue, however, $9.00 is
payable to the North Carolina Licensing Board ceréyt Without proper accounting of the Homeowner
Recovery Fund fee, $9.00 should be reflected aalpayand $1.00 recognized as revenue, the general
ledger will not reflect the true revenue of the éelected.

When permits are cancelled within Cityworks, refsinohid to the customer should be entered into
Cityworks in order for the financial information @ityworks to be consistent with the general ledger

Recommendation

Permitting and Inspections personnel should ensmhen submitting payment to the North Carolina
Licensing Board on a quarterly basis, that coreenbunts are submitted based on a reconciliation of
information in Cityworks and the general ledgemyAdomeowner Recovery Fund fee refunds should be
taken into consideration when completing the reiiation.

Finding 22
Processes and controls over refunds were inadequate

Permitting and Inspections personnel issue perasilsg Cityworks which is not a credit card system.
Therefore, Permitting and Inspections personneltiisssie the permit in Cityworks and then run the
credit card payment through the cash receiptintesysPoint of Sales (POS). These systems currently
do not interact; therefore, monies refunded to dhstomer need to be entered in both Cityworks and
POS.

Pursuant to th€ity of Fayetteville Financial Procedure Subjec€ash Handling General Procedures
“Refunds must be paid through the regular accopatsble or petty cash process.” However, during
review of refunds, six cash refunds were procedsedPermitting and Inspections personnel without
documentation reflecting the customer receivedéffiends.

During the cash receipting review, nine (41%) @& tiventy-two refunds reviewed in the sample should
have been voided instead of refunded.

Internal Audit found four permits which had eithest been issued or the permit was cancelled, aad th
fee was not refunded to the customer. This doésnotude insulation permits which are addressed in
Policies and Procedures Finding 2.

* For two child trade permits which the trade fee agl, the child permits were never issued.
The parent building permit for each of these trademits were expired at the time of the audit.
Based on an Internal Audit inquiry, Permitting dndpections personnel indicated since a $30
permit fee was charged, no refund would be duer att@rging the $30 ‘Processing Fee for
Permit Fee Refunds’ per the Fee Schedule. Baseldeocurrent process, the permit technicians
would create all the child trade permits for a thimidy permit after the building permit was issued.
Typically, the general contractor would pay all fermit fees, and the trade permits would be
issued once Permitting and Inspections receivedtrdde permit application from the trade
contractor. No trade permit applications were searninto Cityworks for these trade permits.

» For two permits which the fees were paid, the perimad been cancelled. Based on an Internal
Audit inquiry, a $6.00 refund was due on one pertnit the plan review fee charged on the other
permit was nonrefundable. Permitting and Inspestiwas unable to provide anything in writing
showing that plan review fees are nonrefundablee fding 19 regarding nonrefundable plan
review fees.
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Based on an Internal Audit inquiry, Permitting dndpections personnel indicated there was no follow
up done to ensure applicants received refunds applicable except:

» If it was discovered that certain trade permitsevpaid, but work was never done before the
permit technician issues the Certificate of Occup#bertificate of Compliance, the permit
technician should have advised the contractorésitiz refund was due.

* When the permit technician received a contractizém call or walk-in requesting a permit be
cancelled, the fees would be refunded minus ther&BMd fee per trade.

Internal Audit noted refunds were not always emteirgo Cityworks. Initially, Internal Audit was
informed by Permitting and Inspections personnek tlefunds could not be entered into Cityworks.
Information Technology personnel indicated thers wat a reason why the refund function could not be
used in Cityworks. After further Internal Auditguiries, Permitting and Inspections personnel iatgid

a refund could be entered into Cityworks, but stdanily be entered if a credit card did not go tigtoin
POS or if the contractor no longer wanted the peerrtfi monies are refunded to the customer, but not
entered as a refund in Cityworks then accuratecanaplete financial reports would not be availalle i
Cityworks.

During the cash receipting review, Internal Auditetmined four credit card refunds and six castinas

in the cash receipting sample had no documentationving accounts payable approval. According to
the City of Fayetteville Financial Procedure Subjed@ash Handling General Procedurgs) “Refunds

by credit card must be charged back to the origtaadi that made the sale and approved by authorized
individuals”. Permitting and Inspections personimelicated the process for voids and refunds was th
same; the permit technician would fill ouRequest for Void Point of Sale Recdigim and obtain the
approver’s signature. However, these forms werepnovided for the four credit card refunds. In
addition, these forms were only provided for thogé¢he seven voids reviewed in the sample. Havigg t
proper written prior approvals for a refund is aternal control in place to ensure fraudulent payse
are not made, and the payments issued are foothect amounts.

Records reflect the Permitting and Inspections qrersl were required to read and sigrCay of
Fayetteville Cash Handling Procedures Acknowledgrheg was June 2014, but have not been required
to sign acknowledging compliance with the policycg this time. Since June 2014, Permitting and
Inspections personnel that have been hired and taste handling duties should read, understand and
sign an acknowledgment log prior to performing chahdling functions for the City. In addition, the
Permitting and Inspections Department should hhe& tash handling personnel read, understand and
sign an acknowledgment at least annually.

Since Cityworks and POS currently do not have thityto interact with each other, refunds paidie
customer through POS should also be entered irtiv@iks in order for the financial information in
Cityworks to be up to date and accurate. There wereritten policies and procedures for refundsl an
no quality reviews were being done. Permitting &mapections personnel did not seem to have a clear
understanding of the difference between a void angéfund or when to use them. Permitting and
Inspections personnel also did not seem to haveviedge of good internal controls related to cash
handling. Cityworks cannot be used for accuratarfcial reporting related to permit fees.

Recommendation

Permitting and Inspections management should regaitnually, all personnel who handle cash receipts
to read the Cash Handling General Procedures gndasknowledging receipt and understanding of the
procedures.

A formal written refund policy to provide guidaneed direction on how to process refunds should be
developed. In addition, Permitting and Inspectipassonnel should be trained on these policies.
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Permitting and Inspections management should enguadity reviews are done for all cash receipt
processes.

Finding 23
Segregation of duties was lacking for receiving aretording receipts received via mail.

Proper segregation of duties at the most basid leeans no single individual should have contrarov
two or more phases of a transaction or operatiBased on an Internal Audit inquiry, Permitting and
Inspections personnel indicated the permit techngiopened the mail, recorded checks received in
Cityworks and POS, and endorsed the checks usm@ukomated receipt machine. To strengthen the
controls over opening the mail and recording theha@ceipts, the responsibilities should be sepdrat
allow for detection of loss or misappropriatiom dddition, opening mail in dual custody would fant
strengthen these controls. A lack of separatioduties provides the opportunity for cash receiptbe

lost or misappropriated without detection. A ladfkseparation of duties also compromises the iittegr
of information, permits errors and omissions to waorrected, and creates opportunity for possible
fraudulent activity.

Prior to reorganization in 2015, the Senior Adntigiive Assistant supervised the permit technigians
and after the reorganization, an Administrative igtesit supervised the permit technicians. The job
description for the Senior Administrative Assistantd Administrative Assistant positions do not iegu
any education, experience or knowledge relatednternal controls. However, since the permit
technicians handle cash receipts, personnel iretpesitions should have a sufficient understanding
internal controls to ensure the controls over dasidling are adequate.

Recommendation

Internal Audit recommends Permitting and Inspediparsonnel responsibilities be reassigned in doder
achieve an effective separation between openingntag and recording transactions. In addition,
Permitting and Inspections management should censigecks being opened in dual custody to further
strengthen controls.

Additionally, Permitting and Inspections managemsmbuld assess the Administrative Assistant’s job
description and determine if additional educatiexperience or knowledge related to internal coati®l
needed due to the supervision of cash handlingtibme and update the job description or position as
deemed appropriate.

Finding 24
Controls over security of sensitive and confidentiaformation were lacking.

In accordance with the City’'s Policy # 311Security of Sensitive and Confidential Informatemd
Breach Response PlaCity personnel are required to safeguard certaistomer information which
includes credit card numbers. Without controls lacp to protect such information, credit card nurape
could be obtained and fraudulent charges could ddem

Based on an Internal Audit inquiry, information éalxinto the Permitting and Inspections Department,
which may include contractor/owner credit card nemsbwere retrieved from the fax machine by
Permitting and Inspections personnel as time alibwdthough the fax machine is behind the Pernttin
and Inspections Department’s front desk where #enjt technicians work, the fax machine could be
unsecured if no one is at the desk. In additiothefinformation is faxed in after the front deskgonnel
leave for the day, the faxes remain on the fax mmactntil the next business day.

Permitting and Inspections personnel indicatedltiiemation Technology Department had previously

been contacted to request a process which wouldderonore security over the faxes. However, to date
control has not been implemented.
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Recommendation

The Office of Internal Audit recommends Permittiagd Inspections management work with the
Information Technology Department to establish acpss for security of faxed information. Such a
process could include faxes being printed only wihenappropriate security code is entered or haaing
dedicated fax machine for the Permitting and In8pes Department in a secure location with limited
access. Permitting and Inspections managementdkaoslre the faxes are destroyed in accordance with
City’'s Administrative Policy # 311 Security of Sensitive and Confidential Informati@md Breach
Response Plan

Finding 25
Processes and controls over permit issuance weckitey.

Pursuant to the North Carolina State Building C2604.6, “A permit shall not be issued until the fees
prescribed by the local governing authority haverbgaid.” Although Permitting and Inspections
personnel advised Internal Audit that a “child” pércannot be issued until the “parent” permit basn
paid and issued, Internal Audit understands a perani be printed at any time, even in the “CREATED”
stage. Historically, when the permit is printede gtatus reflected on the permit was always “ISSUED
no matter the status of the permit within Cityworks

Internal Audit understands that “ISSUED” had beardicoded to the printed permit within the Sql Serve
Reporting Services and the status did not changeinvCityworks as the permit moved through the
permitting process. Printing a permit at any stag@e report process is essentially an overridgystem
controls and could result in fraudulent activitieat may go undetected.

Pursuant to Fayetteville City Code, Chapter 7, ddetilll, a written application shall be made fot al
permits required by this chapter, and shall be nmadi®rms provided by the inspection departmenthSu
application shall be made by the owner of the lngldr structure affected or by his authorized agen
representative, and, in addition to such otherrmédgion as may be required by the appropriate ttspe

so that a determination may be made whether ortm®tpermit applied for should be issued, the
application shall show the following: (1) Name, idemice and business address of owner; (2) Name,
residence and business address of authorized agegpresentative, if any; (3) Name and addregheof
contractor, if any, together with evidence that mtjuirements for licensing and bonds have been
obtained; and (4) Sufficient fees have been paidhfspections and processing of the permit.

Based on an Internal Audit inquiry, permit applicat were not reviewed by the appropriate inspector
before issuance to ensure all requirements pursodné NCGS and Fayetteville City Code are saisfi

Recommendation

Permitting and Inspections management should coateliwith the Information Technology Department
and/or the software developer to develop contrathimv Cityworks to ensure permits are not printed
before all pre-permitting requirements are met e hardcoded status on the permit should read the
status within Cityworks.

Additionally, Internal Audit recommends the appiape inspector review all written applications as
defined by NCGS and Fayetteville City Code, ChapteArticle 11l before a permit is issued.

Finding 26
Permit fees were not always calculated correctlyconsistently.

Fayetteville City Code Chapter Section 7-70 stdteéses for building-zoning permits shall be baspdru
the total estimated cost of the proposed work toetance with the building valuation data adopted b
city council. The permit fee shall include all cadts relative to the structure or building, andhincase
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shall the total estimated cost be less than thekeharalue of similar completed work in the city as
determined by the appropriate inspector or inspectd schedule of all permit fees and building
valuation data shall be maintained in the officéhef city clerk and the inspections director. firaject is
commenced prior to obtaining a permit that is resgljithe total cost of the permit will be incread€®d
Percent.” In addition, permit fees should be caltad consistently and accurately to ensure custarer
not overcharged.

Internal Audit attempted to recalculate the feesdach child and parent permit associated with the
sample of 193 parent/standalone permits. Howeler fées could not be accurately calculated for 109
(56%) of the 193 parent/standalone permits, ardast one fee was calculated incorrectly for 284413

of the parent/standalone permits.

Of the 193 parent/standalone permits, 70 (36%) wereheating, ventilation and air conditioning
(HVAC) change out permits. Internal Audit reviewfed compliance with NCGS 160A-417 which states,
“A city shall not require more than one permit fbe complete installation or replacement of anyiradt
gas, propane gas, or electrical appliance on astimgistructure when the installation or replacenign
performed by a person licensed under NCGS 87-2MGS 87-43. The cost of the permit for such work
shall not exceed the cost of any one individualdrpermit issued by that city, nor shall the citgrease
the costs of any fees to offset the loss of reverawsed by this provision.” Based on this statinternal
Audit looked to ensure the cost of permits did eeteed the cost of any one individual trade permit.
Internal Audit noted a mechanical and electricahpewas associated with each HVAC change out. In
order to conform to the statute, only mechanicalsfevere charged for 57 (81%) of the 70 HVAC
parent/standalone permits. However, the remainggekmits (19%) had additional charges.

» There were electrical fees charged for seven (1dRt)e 70 HVAC change out permibgcause
Cityworks’ design was inconsistent with actual picc Based on the way Cityworks was set up,
a parent mechanical and a child electrical perrait to be manually created. When the child
electrical permit was created, Cityworks automdifigaopulated the electrical permit fees on the
child electrical permit which had to be manuallyeded from the child electrical permit to ensure
the customer was charged in compliance with theitstaThe electrical fees were not deleted for
these seven permits. However, Cityworks only showeagment for the mechanical fees.
Therefore, in these instances it appeared the mestdid not overpay.

 There were seven (10%) HVAC change out permitsvibich Permitting and Inspections
personnel indicated the eight additional fees dathrgrere correct for gas piping, duct work,
AMPs and motors because it was work that was intiaddo the HVAC change out. However,
there were two instances in which either duct warlgas piping was on the application but no
additional fee was charged.

Internal Audit also attempted to recalculate fewdHfVAC change outs to determine if they were chdrg
correctly. In order for Cityworks to calculate tffiee, quantity, total number of British thermal gnit
(BTUs) and kilowatts (KWs) were entered for eacpl@mce being changed out. Thkechanical Permit
Application Formhas places for the applicant to provide this infation. Fees could not be recalculated
due to the following:

*+ Two (3%) HVAC change out permit fees could not bé&uglated because the applications were
not scanned into Cityworks nor provided by Permgttiand Inspections personnel; therefore,
Internal Audit could not determine if the infornati entered into Cityworks was correct. The
permits with creation dates of April 1, 2015 andifp9, 2015 had not been issued in Cityworks.
Permitting and Inspections personnel indicated iepipbns are attached after permit issuance.
When an application is received via fax, the peimireated, but will not be issued until permit
fees are paid.

* The remainder of permit fees could not be calcdladee to information necessary for fee
calculation not always being consistently complededthe permit applications by contractors
and/or inconsistently entered by permit technicians Cityworks. There were no notes, initials
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or signatures documented by Permitting and Inspestpersonnel for clarification on any of
these instances.

a.

An issue which affected all HYAC permits was theansistent use and interpretation of
the words “systems” and “units” on the applicatiamsl Fee Schedule. See finding 19 for
more information.

The application asks for the ‘# of Systems’ but wasprovided by the applicant on eight
(11%) of the 70 HVAC change out permits on eitler tnechanical or electrical permit
application.

The current version of th®lechanical Permit Application Forrasks for the “Size” in
BTUs for each appliance and in the block next,tthi application asks for the “Amount
of Tonnage Per Unit". Since the application does gpcify, applicants inconsistently
listed the BTUs under “Size” as per unit, total BsTper appliance or the total BTUs for
all appliances. Therefore, the BTUs were entereml@ityworks based on Permitting and
Inspections personnel’s interpretation.

The Mechanical Permit Application Forrfor six (9%) of the 70 HVAC permits had
handwritten amounts which appeared to be addeaimgsne other than the applicant in
the “Size” column for BTUs. There were no notedtjidls or signatures indicating who
wrote the additional information and/or why it wastten. In all instances, the customer
was charged for the additional BTUs handwrittertr@napplication.

Four (6%) of the 70 HVAC permits, had a $35 mectainmiscellaneous items fee
charged. However, there was not a miscellaneeussitfee listed on the Fee Schedule
under the Mechanical section. In addition, thre¢hefapplications were for condensing
units which was listed under the ‘Type of Applias@nd Mechanical Items’ section of
the Mechanical Permit Application FormThe fees charged for all other items listed
under this section were based on a per unit and Bhbrge. It is unclear why
condensing units were not charged this way. Theimrgimg permit was for an exhaust fan
which falls under ‘Miscellaneous Mechanical Iterog’the application.

One (1%) of the 70 HVAC permits, in which the pdrmas modified, had a mechanical
and electrical application scanned into CityworksSeptember 23, 2015 and another set
on January 4, 2016 with different appliance, BTW d&\W information listed. It is
unclear based on these applications and the not€#yworks exactly what appliances,
BTUs and KWs were actually changed out.

One (1%) of the 70 HVAC permits was charged assaleatial permit at a total cost of
$62.71, but an internet search showed a businesesalat this location. In addition, a
Cumberland County Tax Records Search lists the gotppclass as a commercial
property. Based on an Internal Audit inquiry, Piging and Inspections personnel
indicated this was an error. The permit should hbgen entered into Cityworks as
commercial at a total cost of $75.41.

Another inconsistency noted was information listethe wrong place on the application
(BTUs, KW, # of systems); therefore, fees were gbdrbased on Permitting and
Inspections personnel’s interpretation.

In addition to quality reviews not being performéukre were several reviews Permitting and Inspesti
personnel could have used to ensure correct intismeas entered:

The current version of thidlechanical Permit Application Forrhas ablock for ‘Total BTUs &

KWs Input and/or Listing’ which could have beenified against the ‘Appliance Specs (BTUSs)

Group Sum’ in Cityworks. A discrepancy would be ttesult of either a data entry error or

incomplete and/or incorrect information provided thye applicant on the application. Any

discrepancy should have been addressed priorumgsthe permit. However, this block was only
completed on 12 (17%) of the 70 HVAC change ouimpeapplications. This block on the

Mechanical Permit Application Forris highlighted in green, so applicants may notabgre

they should be completing this information. In ditddl, the areas in green on the application were
sometimes hard to read when scanned into Cityworks.
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If the applicants listed the BTUs and the amountarsinage per unit on the application, the
amount of tonnage per unit when converted into BEbguld have equaled the BTUs per unit
listed on the application. However, only 25 (36%jh® 70 HVAC change out permits, listed the
BTUs in the ‘Size’ column as if it were per unit.

Based on an Internal Audit inquiry, Permitting ahtspections personnel indicated an accurate
representation of what is being installed is neeojedhe inspector which includes: all applianced an
equipment being installed; the BTUs and KW demahthe appliances; gas piping and the appliances
being piped to include the BTUs of appliances, @medocation of installation.

Internal Audit also attempted to recalculate thesfior the remaining 123 (64%) of the parent/stkmda
permits to determine if they were charged corredtlgwever, the fees could not be recalculated fbr 4
(21%) of the 193 parent/standalone permits duééoapplications, manual calculations, data entd/ an
the Fee Schedule as detailed below.

In addition to the permit fees that could not biewated based on the fee schedule (See findingtiée
were six permits that could not be calculated lierfbllowing reasons:

Four permits in which the fees could not be caledldecause applications were not scanned into
Cityworks or provided by Permitting and Inspectigregsonnel; therefore, Internal Audit could
not determine if the information entered into Cigrks was correct. Permitting and Inspections
personnel identified one permit as a ‘test perwi€ated in the live environment in error. Two
permits with creation dates of June 3, 2015 ande®dper 11, 2015 had not been issued, and
Permitting and Inspections personnel indicated dpelications were attached after permit
issuance. The remaining permit application couldbeolocated.

There were two permits missing information on tpplizgation needed to calculate the fees.

a. One demolition application did not list the costdafmolition. TheDemolition Permit
Application Formdid not have a place on the application requestirsginformation.

b. One permit in which the cost was calculated basethe renovated square footage but
was not provided on the application. The appliazgdd an old version of the Building
Permit Application which did not have a place rexjing the renovated square footage.
However, the newest version of the Building PerApplication Form available on the
City's website did have a place on the applicat@Eguesting this information.

There were 26 fees on 25 (13%) of the 193 parentdsione permits that appeared to be charged
incorrectly.

Internal Audit notedl8 feesfor 17 parent standalone permits which Permittind inspections
personnel indicated were applied to both parentamsdciated child permits in error. The same
fee was charged on both the child and parent péom#teven39%) of the 18 fees:or 15 (88%)

of these 17 parent/standalone permits, fees appearke charged in error because Cityworks’
design was inconsistent with actual practice. BasadCityworks set up, Permitting and
Inspections personnel had to manually create parahiall applicable child trade permits. Trade
fees automatically populated on child trade permiits not the parent building permit. However,
based on current practice, all fees should be eldaop the parent building permit. Therefore,
Permitting and Inspections personnel had to mayaalt all trade fees to the parent building
permit and delete fees from child trade permitengure customers were not overcharged for
each applicable trade. However, fees were notetbfedom child permits for 15 parent/standalone
permits. Permitting and Inspections personnel migid for two permits, fees were charged
correctly but should have been charged on the ppsgmit.

Four Homeowner Recovery Fees appeared to be chamgedectly. According to the North
Carolina Licensing Board for General Contractowhén a licensed general contractor files for
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and secures a building permit for the constructiomlteration of a single-family dwelling unit,
the local (city or county) building inspection degp@ents in North Carolina charge an additional
fee of the applicant/contractor.” Per North Caml@eneral Statute 87-15.6, "a city or county
building inspector shall collect from the generahitactor a fee in the amount of ten dollars
($10.00) for each dwelling unit to be constructedltered under the permit.” When determining
if the fee was charged correctly, Internal Audidesned each residential building permit to see if
The North Carolina Licensing Board for General Caciiors showed a valid license for the
general contractor listed on the application.

The Homeowner Recovery Fee was charged for oneipesued on January 5, 2015 for new
residential home construction in which the geneaitractor's license was last renewed on May
16, 2014. North Carolina General Statue 87-10t@ps“A certificate of license shall expire on
the thirty-first day of December following its ismce or renewal and shall become invalid 60
days from that date unless renewed, subject toagipgoval of the Board.” This contractor’s
license expired on December 31, 2014 and would hen invalid on March 2, 2015. The
contractor’'s license was still valid when the permas issued but was invalid at the time of
Internal Audit’s review. Based on an Internal Audiuiry, Permitting and Inspections personnel
indicated the contractor’s license is verified f@w contractors to determine if the license is
valid. However, Permitting and Inspections persorigé not check licenses with each permit
application to ensure contractor’s licenses wetiel va

In addition, Internal Audit found three buildingrpats in which the contractors appeared to have
a valid general contractor’s license, yet a HomezmwRecovery Fee was not charged. For two of
the permits, Permitting and Inspections persommitated the Homeowner Recovery Fee should
have been assessed. For the remaining permit, tagrand Inspections personnel indicated if
the general contractor’s license number was nttdisn the application, then it was assumed the
contractor was not a licensed general contractor.

Based on an Internal Audit inquiry, Permitting dndpections personnel indicated a contractor’s
license was only checked for a contractor who vaasgentered into Cityworks for the first time
and not every time a permit was issued. Informafieahnology personnel stated Cityworks does
not currently have the capability to validate cantor license status and expiration date on the
State’s database and use the information to updeteactor information in Cityworks.

» There were four additional incorrect fee calculagiadue to data entry error and manual fee
calculations.

Internal Audit also noted one building permit iniet the original building permit was modified in
Cityworks and fees appeared to be charged corrbaied on square footage and value of improvement.
However, Cityworks could not have correctly caltetathe permit fees based on both square footadje an
construction cost. It appears the contractor/hameo paid the correct amount, though, Internal Audi
identified two concerns with this permit:

* The permit information originally entered into Gitgrks was overridden by the information
entered into Cityworks when it was modified. In@rAudit was unable to determine what was
originally entered into Cityworks because the auditl function within Cityworks was turned
off. Information Technology personnel indicatedstias turned off and never turned back on
because it was causing the system to run slow.

» Cityworks does not have the capability to calculiates based on square footage and value of
improvement for the same permit. Therefore, Peimgithnd Inspections personnel would need to
manually calculate and enter some of the feesQittpworks. ThePermit Technician Procedure
Manual did not provide any guidance on whether a sepdmailding permit should have been
issued in this instance.
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Based on inconsistencies with the completion ofliegtions, it appeared applications could be unclea
and confusing. Permitting and Inspections persostaked the contractor’'s office personnel compdetin
the applications may not have the knowledge reduicecomplete applications correctly. In addition,
Permitting and Inspections personnel issuing psrdid not have the technical knowledge to knowéf t
permit applications were complete or if the infotima was correct. In addition, there was no review
performed by personnel with the necessary techrkecawledge to ensure correct and thorough
completion (see finding #25).

Information entered into Cityworks was based owrimfation from incorrect, incomplete and inconsisten
applications. In addition, the entry of informationto Cityworks was based on Permitting and
Inspections personnel interpretation as there wereritten policies and procedures to ensure femgw
charged consistently and correctly.

Some fees were being manually calculated by Plgnaimd Code Enforcement Services Department’s
Zoning Division or Permitting and Inspections penmsel and were not always calculated correctly or
consistently. The information entered into Cityw®rkas not always correct, and there were no control
activities designed to prevent or detect errorpaemmit fee calculations formally present. The cotre
permitting process does not include formal contdlivities to review or validate interpretations or
judgments made by Permitting and Inspections peedoor Zoning Division personnel. According to
Permitting and Inspections personnel, quality negievere not performed to ensure information entered
into Cityworks was accurate and fees were charge@ctly (see finding #10).

In addition, the Fee Schedule, applications angwgitks were not always consistent with one another.

Recommendation

Internal Audit recommends Permitting and Inspediananagement review applications, the Fee
Schedule and Cityworks, and ensure they are censigtith one another. In addition, Permitting and
Inspections management should review all permitliegipons to ensure all necessary information is
required on the applications, applications arerclaad assess whether any unnecessary information
should be removed from the applications. Once th@i@ations are updated and made available to the
contractors/homeowners, their use should be erdorce

In order to be in compliance with North Carolinan@eal Statutes, Inspectors should issue permits.
However, prior to permit issuance, Permitting amspkctions personnel should ensure permit
applications are completed with all information esgary to calculate fees. If information on the
application is unclear, Permitting and Inspectipassonnel should ask the applicant for clarificatiany
updated information should be clearly documentedifiure reference.

Permitting and Inspections management should esttablquality review process for the Permitting and
Inspections Department. Due to the high volumeppliaations, the likelihood of finding an exceptibn
spot checking is statistically low. Therefore, whestablishing a quality review process, Permitangl
Inspections management could consider exceptioaebseporting from Cityworks which could identify
unusual transactions, such as a residential bgild@rmit without a homeowner recover fee charged.

Policies and procedures should be written to peeidar guidance on accurate and consistent apiptica
of fees. Training should be given to Permitting dmspections personnel to ensure understanding and
adherence to policies and procedures.

Finding 27
The Permitting and Inspections Department did narify the status of contractor’s license status qri
to issuing building permits.

North Carolina General Statue 87-14(a) states,ssnéntitled to claim exemption under NCGS 87-
1(b)(2), any person, firm, or corporation requesgtim permit for the construction of any building,
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highway, sewer, grading, or any improvement orcstne where the cost is to be thirty thousand della
or more shall furnish satisfactory proof to thepistor or authority that the person seeking thenpieor
another person contracting to superintend or maniageconstruction is duly licensed to carry out or
superintend the construction or is exempt fromngege under NCGS 87-1(b). In addition, NCGS 87-
14(b) states, it is unlawful for the building irgpor or other authority to issue or allow the &@we of a
building permit unless and until the applicant hasished evidence that the applicant is eithergteor

is duly licensed to carry out or superintend thelkwor which permit has been applied.

Internal Audit found one permit issued on Janugr2@®L5 for a new residential home construction in
which the general contractor's license was lasgtwed on May 16, 2014. North Carolina General Statut
87-10 (e) states'A certificate of license shall expire on the thifirst day of December following its
issuance or renewal and shall become invalid 6& deym that date unless renewed, subject to the
approval of the Board.” Which means this contrastbcense expired on December 31, 2014 and would
have been invalid on March 2, 2015. Therefore,ctirgtractor’s license was still valid when the pdrmi
was issued. However, the final building inspectifm®s not show in Cityworks as passed until April 19
2016 at which time the license would have beenligiva

Additionally, NCGS 160A-417 states, “A city shalbtnrequire more than one permit for the complete
installation or replacement of any natural gasppre gas, or electrical appliance on an existingtre
when the installation or replacement is performgdlperson licensed under G.S. 87-21 or G.S. 87-43.
The cost of the permit for such work shall not extéhe cost of any one individual trade permitesshy

that city, nor shall the city increase the costsany fees to offset the loss of revenue causechisy t
provision.” Based on an Internal Audit inquiry, NorCarolina State Department of Insurance (DOI)
personnel recommended the City’s legal team progdielance on the interpretation of the statute.
However, Department of Insurance personnel stéiedtatute applies to both residential and commlerci
permits; and both mechanical and electrical cotdraavould have to be licensed in their respecinea.

Therefore, Internal Audit tested to ensure theres wavalid mechanical and electrical license for the
respective contractors listed on permit applicaidor HVAC change outs and determined a current
electrical license couldn’t be validated for twed@tical contractors, and one electrical contraator
which a valid license couldn’t be found during m& Audit’s initial search. However, another séara
document at a later date pulled up an active lieessued on March 6, 2016 with an expiration d#éte o
March 5, 2017. Internal Audit was unable to detaenirom the license search if the contractor had an
active license at the time the permit was pulledviarch 10, 2015. Based on an Internal Audit inquiry
Permitting and Inspections personnel indicated daseword of mouth the contractor was licensedhat t
time the permit was issued, but legal matters geducausing the license to be invalid.

Based on an Internal Audit inquiry, Permitting alm$pections personnel indicated the contractor's
license was checked on the applicable North Caokmbsite (State Board of Examiners of Plumbing,
Heating and Fire Sprinkler Contractor, North CaraliState Board of Examiners for Electrical

Contractors and North Carolina Licensing Board@aneral Contractors) by the permit technician when
a new contractor applies for a permit to determitether the contractor has a valid license. However
Permitting and Inspections personnel did not cHieglnses every time a permit application was edtere
into Cityworks to ensure the contractor’s licenses\still valid.

Recommendation

Internal Audit recommends the appropriate inspecteiew all written applications as defined by NCGS
and Fayetteville City Code, Chapter 7, Articlellifore a permit is issued. This review should idelthe
status of the contractor’s license.

Additionally, Internal Audit recommends Permittirand Inspections personnel establish and follow
written procedures to ensure each contractor'sifieds valid when issuing a permit. Since permifsre
December 31 each year and become invalid 60 days that date unless renewed, Permitting and
Inspections should establish and follow writtengaaures to ensure all general contractors withvecti

Page 32 of 60



permits still have valid licenses in March of egelar. For any active permits determined to be dsae
general contractors with invalid licenses, Permiftand Inspections personnel should establishearitt
procedures to comply with NCGS 160-422 relatinthrevocation of permits.

Finding 28
There was a lack of controls to prevent the issuaraf duplicate permits.

Based on an Internal Audit inquiry, Cityworks didtmotify the user when trying to create a perimattt
already exists because multiple permits can bests$or the same address. It appears duplicate fgermi
could be entered into Cityworks, and there didapgear to be any mitigating controls in place ®vpnt
the duplications. Permit technicians were to seadtdresses before issuing permits to ensure dtiphca
did not take place. Accurate and reliable datasseetial to all business processes and is valuable
managers for making informed decisions and longgeastrategic planning. Entering duplicated
information in a system damages the reliabilityhaf data used to make those decisions (see firdihy

Internal Audit found 16 permits that appeared todoglicates. Of these, one permit had a status of
“CANCELLED”. Based on an Internal Audit inquiry,glremaining 15 permits were either keyed in error
or were duplicates created during system malfunstiovhen Cityworks would “freeze” while trying to
create a permit. The 15 permits were still in &8SUED” status. Permitting and Inspections personnel
also explained that one permit was issued becausaisting permit had expired. The permit techmcia
did not “EXPIRE” the existing permit before issuiaghew one. According to Permitting and Inspections
personnel, the permit technicians should be saagchddresses before issuance of permits to hinder
duplication and determine if any permits of the saamd are already open and not expired. When this
search is performed by the permitting techniciansgview of the scope of work is not done, only the
address search.

Duplicate permits inflate the numbers reportedgerformance metrics. With no quality review process
in place, these errors could result in fraud witbrikwbeing allowed without payment on these dupdicat
permits. The risk is also present that acts ofdnaill go undetected.

Recommendation

Permitting and Inspections management should coateliwith the Information Technology Department
and/or the software developer to develop contrallsimCityworks to prevent creating duplicate pesni
Should Cityworks not have this capability; Permiftiand Inspections management should work with
personnel within the department on mitigating colstto ensure duplicate permits are not being eteat
All permit applications should be reviewed by amprapriate level inspector before a permit is issaed
which time, the inspector can verify that a dugkcpermit is not being created.

Finding 29
Controls for backdating and resulting inspectionsthin Cityworks were inadequate.

When inspectors reach the inspection location, these not required to note the time of day withia t
permit tracking system, Cityworks or an inspectiog; nor were completion times required to be
recorded before leaving the site to begin the riegpection. Based on an Internal Audit inquiry,
Permitting and Inspections personnel stated inggectvere not resulted on-site due to the lackPali
compatibility with Cityworks. In addition, based aiscussion with Information Technology personnel,
the connection “timed out” due to City server perfance related matters. Initially, iPads were pasell

for all inspectors at the request of Permitting #mgpections management for use in the field buewe
determined not to be feasible for this process. iPagls have since been replaced with laptops which
have a stronger cellular signal and should resulnproved performance of Cityworks.

Due to the City server performance causing Citywdrk “time out” and the iPad incompatibility with
Cityworks, inspectors would result tasks/inspedioaring late afternoon office hours or the follogi
morning. When these inspections are resulted, thetlstart and end times of the inspection shovhas t
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same time. Without controls over resulting taskgéctions within Cityworks, whereas; the inspedion
can be backdated, Internal Audit was unable tordete when the inspection was completed. By
allowing inspection results to be backdated andesilted in Cityworks at the time of the inspectithe
risk that the inspection will not be recorded irases.

When the inspector reaches the inspection locati@y, should be required to note the time of daiwi
Cityworks. Additionally, the results of the inspiea should be entered into Cityworks at the cortiqie

of the inspection before leaving the site. Eaclpéesor has an assigned laptop and a cell phone. The
laptops allow inspectors to access City systemsedisas to post the results of inspections to Cdyke.

This process would allow the permit holder to mélithe Web Portal System, when implemented, to
verify if an inspection had been completed andiabiesults.

Recommendation

Procedures should be established requiring inspettodocument within Cityworks when the inspector
reaches the location and the results of the ingpedtefore going to the next assignment. Cityworks
should be configured, if necessary, to facilitéiie type of documentation. Training should be piledi to
improve inspectors’ documentation, to establistapeters and guidelines and the use of laptopsein th
field to result the inspections.

Finding 30
The practice of bypassing system controls was nathfbited, and all required inspections were not
documented.

The permit tracking system, Cityworks was desigf@dthe City of Fayetteville to manage permits,
projects, inspections, and other activities relatgermitting, planning, and engineering revieweT
software developers and appropriate City persotivadl managed and maintained the City’s permitting
and inspections processes participated in the dpweint of the permit tracking system, including
workflows. These workflows should accurately trabke process from application or request through
departmental plan reviews, fee collection, insped]j regulatory meetings, hearings and more.

Workflows consist of tasks/inspections required forspecific permit. These tasks/inspections are
organized into milestones, which dictate the pregjan of the permit. The result of each task/ingpac
determines the next step in the workflow. A penmity close at the completion of a task/inspectipeno
the next milestone or reinsert a task/inspection.

Although the Cityworks system controls have theatdlly to ensure all inspections/tasks requiredhsy
North Carolina State Building Code for the permié @ompleted before the final task/inspection is
resulted for parent and child permits, Internal iKadreview reflected Permitting and Inspections
personnel added and deleted tasks/inspectionsrioitpeorkflows, thereby, allowing the inspectors to
bypass all controls.

Based on an Internal Audit inquiry, the workflowseny not set up to automatically populate
tasks/inspections relevant to each specific typgeomit. Some permits had unnecessary tasks/inepsct

in the workflow, and others were missing applicataek/inspections in the workflow. Therefore, the
inspectors could not result appropriate inspectifmmspermits because task/inspections that were not
applicable had to be resulted first or omitted ewpns had to be added. The manner in which the
workflows within Cityworks were implemented causbe need for inspectors to add tasks/inspections
that didn’t automatically populate in the workfl@amd delete tasks/inspections that weren't necegsary
the permits.

The milestones within the workflows require thek&imspections to be completed in a specific order

before allowing the next milestone available fompdetion. Cityworks was implemented to allow the
inspectors to add task/inspections at differenestdnes within the workflow, bypassing the contsus
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the results for final inspection could be entered Cityworks and the Certificate of
Compliance/Occupancy could be issued in a timelgmaa

The Cityworks inspection workflow system allows gmmnel to work around system controls by deleting
inspections within the workflow, and adding inspes at all levels within the workflow.

The inspections process should ensure all requirsgections be completed according to the North
Carolina State Building Code. By allowing Permigtiand Inspections personnel to work around system
controls, management introduces the possibilitynéérior quality of work or lack of performing the
required inspections. Without proper internal colstrIinternal Audit was not able to determine Ifthe
required inspections were performed.

Recommendation

Internal Audit recommends the Permitting and Intipas Department prohibit the practice of bypassing
system controls by deleting and/or resulting inipes on the workflow as “NA”. Quality reviews
should be conducted by management to ensure pkatisns are completed and resulted for each type o
permit on the workflow. Cityworks workflows shoulit updated for each permit type to include only
required inspections for that permit type.

Finding 31
The Permitting and Inspections Department shouldtadish a personnel productivity and time
measurement system for the inspections function.

The Permitting and Inspections Department has &Beictor positions and four inspection supervisor
positions. Work hours were five 8-hour days peekydrom 8:00 am to 5:00 pm, with a 1-hour meal
period. Not all inspectors reported to City Hall800 a.m., as several inspectors left their hotoes
begin their inspection assignments.

Inspectors were furnished a City vehicle to malerttiaily rounds in completing inspections and@dp
(Revolve) to record inspections activity as it ated. The laptops allow inspectors to access City
systems as well as to post the results of inspectio the permit tracking system, Cityworks.

In general, inspections were required at certaintpan the permit process and were the respoitgiloi

the permit holder to request. When a permit wasedsan inspector was assigned to a project based o
territory and type of permit issued. When an intipacwas requested by the permit holder, the raques
would show up on the inspector’s daily (assignmeakleduling log.

Additionally, Automatic Vehicle Locator (AVL) teclmhogy was available to assist in monitoring
inspector activity as needed but was attachedewéhicles such that the AVL unit could be unplugge
During Internal Audit's review of scheduling logadaAVL reports for the month of April 2016, some
scheduled inspections did not appear on the AVliontspand in some cases, stops on the AVL report
were not scheduled inspections. It was also nedete inspectors work hours were questionable ahd di
not appear to be the actual hours worked per #yettor’'s time cards.

Guidelines were not established to instruct th@eantors where and what time to begin their assigned
inspections. One of the standard internal comgrotedures includes having a formal written pohcyl
procedure manual (see finding #2). Written proceslyprovide guidance to personnel to perform their
duties consistently in conformance with policies.

The time required to conduct inspections, coupleth ihe number of inspections completed, is a
valuable measure of individual productivity. Basegdan Internal Audit inquiry, the time required fom
inspection varies and can be influenced by a nurabéactors, such as the complexity of the inspmaxti
number of individual inspections covered by onenpenumber, and wait time for someone to grant
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access. A review of the AVL technology would id@nif City inspectors are spending inadequate time
performing their duties. An inadequate inspectionld result in approving an unsafe structure.

Recommendation

Permitting and Inspections management should dpvptocedures to clarify expectations, including
established start times and locations to begineictspns for the workday. The procedures should also
give general guidance on how to conduct inspectiOmee these procedures are established, Permitting
and Inspections management should ensure persamnatiequately trained on them.

The AVL technology should be fitted and fully optgmaal on all Permitting and Inspections Department
vehicles. This data should be used by managemesudrijunction with monitoring inspector output as a
measure of overall productivity.

Finding 32
Demolition projects were not inspected.

Pursuant to Fayetteville City Code, permits expiftier 60 days of inactivity. During Internal Atidi
review, it was determined 20% of the residentiahdiion permits issued for an “entire demolition”
reflected the permit status as issued and noifisglection was reflected on the workflow. At tivad of
the review the permits were expired. During anrimaé Audit inquiry, the demolition process appeared
unclear and the responsibility for demolition insfi@ns was not specified. While Internal Audit abul
not determine the validity of work performed unddlr issued permits, the completion of demolition
projects could be verified. A sample of residenti@molition permits found the structure or buildimag
been demolished.

Permitting and Inspections personnel indicatedetieas no process in place to monitor expired permit
The practice of allowing permits to expire shoulat be used as a method to avoid inspections and
circumvent controls. Inspections provide assurgheework performed was allowed under the permit,
and the work completed met minimum standards oNidw¢h Carolina State Building Code.

Permitting and Inspections personnel depend uperpémmit holder or his agent, as required by North
Carolina State Building Code 105.6, to give notrdeen permitted work is available for inspection.
Timely and properly executed inspections reduceriie that demolition projects could be completed
without the oversight of an inspection, possiblguling in unsafe conditions.

Recommendation
Permitting and Inspections management should dpvglocedures to ensure all permitted projects are
inspected or permits are properly cancelled ifgemnitted work is not commenced.

Finding 33
A final accounting for permit fees based on consttion cost or square footage was not done to ensure
permit fees were charged correctly.

Square footage and construction cost should b&egprior to issuing the permits and a final aqting
should be completed prior to the issuance of thificate of compliance/occupancy to ensure theestr
fees were charged. Any adjustments should be nma@&yworks and any fee discrepancies should be
collected/refunded prior to issuance of the cedife of compliance/occupancy. Without a proper
validation process, permits may be over or undegdth

The permitting process for most permits starts e Planning and Code Enforcement Services
Department’s Zoning Division. Based on an InterAallit inquiry, Planning and Code Enforcement
Services personnel indicated the Zoning Divisionfss square footage on sheds and interior house
renovations, and look for reasonableness of sq@atege and construction costs for all other baoddi
permits. Planning and Code Enforcement personalelulate the permit costs, based on the square

Page 36 of 60



footage the contractor/owner provided, in an EXC&ireadsheet which is taken to Permitting and
Inspections personnel to issue the permits. Ofptrenits sampled, the fees for 68 (35%) of the 193
parent/standalone permits were based on eitheresdoatage or construction cost. For all 68, In&r
Audit noted either some form of signature and/dtigls by Permitting and Inspections and/or Plagnin
and Code Enforcement personnel on the permit agjaits and/or the Zoning Compliance Form.

Permitting and Inspections personnel indicatechal faccounting was not done for permit fees based o
construction cost or square footage to ensure peiees were charged correctly. In addition, the
contractor/owner was not required to sign an affideertifying the square footage or constructiosts.

Based on an Internal Audit inquiry, Cumberland Qguhax Administration personnel indicated the

square footage information provided by the City&rrRitting and Inspection Department is used as a
guideline for assessed property tax value, andCinenty appraisers follow up to determine the cdrrec
value to be used.

Recommendation

Internal Audit recommends Permitting and Inspediomanagement develop processes to ensure square
footage and construction costs are validated paguermit issuance and again prior to issuancdef t
certificate of occupancy/compliance. The procésmikl include recording adjustments in Cityworks an
collecting or refunding any fees based on thesesamients. These processes should be documented in
written policies and procedures and personnel shiogitrained on them.

Finding 34
No formal written policy existed to provide guidamevhen to impose a callback fee.

In the fiscal year 2011 adopted budget, an “exispection” fee of $50 established or last changed i
fiscal year 2008 for building, electrical, mechahiand plumbing permits. On June 13, 2011, theafis
year 2012 Fee Schedule was presented to City Cowitlsichanges removing the “extra inspection” fee
and adding an “Extra Inspections for Each ApplieaBermit” fee of “$100 for the first extra inspect;
$200 for subsequent extra”. However, there waslirection presented to City Council on the inteht o
imposing this fee. Therefore, Internal Audit wamable to determine how the fee should be imposkd. T
fee, as presented to Council on June 13, 201&flected in the adopted fiscal year 2012 Fee Sdbedu

On April 23, 2012, the council action memo for feghedule amendments taken to City Council by
Development Services read, “A modified extra insipps fee is proposed to change the first re-
inspection fee to the cost of the original permit@00, whichever is less, rather than a flat $fE@Q it
seemed excessive to charge more than the origeratipcost. This was suggested at a focus group of
homebuilders.” Again, there was no direction pnése to City Council on how the fee would be
imposed.

The fiscal year 2015 and 2016 Fee Schedules adbpt&ity Council reflected “callback inspectionsg fo
each applicable permit” “$100 or original permiéfavhichever is lower, for the'extra inspection, $200
for subsequent extra inspections,” establishedsirdhanged in fiscal year 2012.

Based on an Internal Audit inquiry, a previouslijefd inspection requires a re-inspection. The Qg
established re-inspection fees that are identifiethe City’'s Fee Schedule as “callback inspectifons
each applicable permit”. Internal Audit found nlarty on imposing the fee when adopted by City
Council. Based on an Internal Audit inquiry, edagpe of inspection on a permit is allotted two
inspections, unless it is a large constructionqmipand the inspection(s) would have a part-passtau
the steps taken to complete the project and the foeehe inspector to see each step.

Currently, callback fees are imposed at the digmredf the inspector. If callback fees are not
consistently charged, the City incurs inspectiostg€dhat are not reimbursed, and the public could
perceive inequitable treatment of contractors.
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Since the Permitting and Inspections Departmenhdtchave a formal policy to impose callback feed a
there was no clarity presented to City Council whenfee was imposed, Internal Audit was not able t
determine compliance.

Recommendation

A formal written callback policy to provide guidamand direction on how to impose callback fees lshou
be developed and communicated to contractors/hoamers. In addition, Permitting and Inspections
personnel should be trained on this new policy.

Finding 35
Multi trade combined inspections should be enhanced

Inspectors in some trades were capable of perfgrmmualti-trade inspections; however, some inspectors
limited their inspections to one trade.

During Internal Audit’s review of permits with alSSUED” status, whereas, the inspection task on the
workflow reflected the inspection was not completethternal Audit noted final inspections were
completed on mechanical permits for heating, vatiij, and air conditioning (HVAC) by the
mechanical inspectors, but no inspection was camgblen the child electrical permit.

It is likely that there are several variations imwhoperations are carried out that could contriiote
more successful performance. Inspectors with Anate inspection capabilities could allow for
flexibility in scheduling and reduce drive timeiaspectors cover smaller geographical areas.

Recommendation
Consider implementing multi-trade inspections, fpedly HVAC permits, to enhance scheduling
flexibility, reduce drive times and improve respettignes.

CONCLUSION
The Permitting and Inspections Department is resipbn for an important aspect of public safety
because it oversees residential and commerciakraation within the City. The Department manages
the process by requiring certain pre-constructicgrgguisites be met, including plan reviews, isguin
various permits and conducting timely on-site irc$ioas.

Internal Audit found lack of compliance with the fitto Carolina General Statutes, North Carolina State
Building Code, Fayetteville City Code and other ulagons, insufficient management oversight,
management practices, and documentation of polanesprocedures in the Permitting and Inspections
Department. Improvement in these areas will heipDepartment achieve program objectives and meet
the City’'s strategic goals now and in the futuie.the current environment of increased public oy

and fiscal restraint, the Permitting and InspediDepartment needs to clearly and transparentlyrrép
Council on its performance and ensure permit fees charged accurately and consistently. The
implementation of the report recommendations wilethe Department closer to achieving this.

Internal Audit appreciates the cooperation andstmste we received from Permitting and Inspections,
and Information Technology personnel as we conduittis audit.
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MANAGEMENT'S RESPONSE

Date: October 12, 2016
Memo to: Elizabeth Somerindyke, Internal Audit i@
From: Scott Shuford, Planning & Code Enforcemeine@or

Mike Bailey, Permitting and Inspections Buildingfioifal

Subject: Management’s Response
Permitting and Inspections Compliance Audit — Aurkiport A2016-02

The following is the management’s response to grenRting and Inspections Compliance Audit.

Recommendation #1.:

Permitting and Inspections management should parfoself-assessment of internal controls. Once risk
areas are identified, steps should be taken tecboontrol deficiencies so departmental objectees
achieved and departmental responsibilities are lahentifying risks and implementing control proceek

will not protect assets and produce reliable infation if personnel are not following established
procedures. To ensure that controls are effectResmitting and Inspections management should
regularly review available documentation to conficontrols are being executed as designed. All
documentation should be reviewed and signed offogna supervisor to ensure completeness and
accuracy. In addition, the self-assessment ofnialezontrols should be performed periodically tdrads
additional control deficiencies as they arise.

Management’'s Response:
We concur. Management is in full agreement withrdfe®mmendation

Workflow processes will be mapped and applicatipeesfic permitting procedures will be identifieddan
placed in a checklist format that will be includaeda manual of standard operating procedures. Weekl
testing by the Building Official, Inspection Supisars, and the Senior Administrative Assistant il
conducted and documented to identify any risk aaas to correct control deficiencies. Follow-up
training will be provided in areas where contradfems are identified.

As it relates to the deficiencies that addresityvorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @ksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official; Senior Adnsinative Assistant
Implementation Date: 06/30/2017
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Recommendation #2:

Written policies for the Permitting and InspectioBgpartment should be developed to set forth
requirements; to ensure consistency and reliabdityinformation; provide adherence to laws and
regulations, and include provisions for performamaasure collection, calculation, review and rapgrt
The procedures should be updated and include muffienformation to allow an individual who is
unfamiliar with the operations to perform the neegg activities. Policies and procedures should be
revised to account for any changes in businesepses. This is particularly important when newesyst
are developed and implemented or other organizatidranges occur.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

A comprehensive review of the existing Standard r&pgey Procedures for both the Permitting and
Inspections divisions is currently underway becaafsmajor adjustments to procedures and work flows
resulting from a substantial effort to simplify pemlures and to more fully implement Cityworks,
including the scheduling and online permit applaatfunctions. Upon completion of the review and
revisions, each division’s procedural manuals initllude step-by-step instructions and resourcesder

for existing and new staff to effectively perforheir daily functions. This effort will take someni as it
will require coordination with two vendors, in atddn to multiple departments. Similarly, departrian
policies will be developed in conjunction with treffort to govern issues identified in this Compta
Audit in Recommendations 1, 37, 9, 16, 20, 22,226,31 and 32.

The ultimate plan will be to expand this initiatite the inter-departmental level, with policies and
procedures in place in order to provide consistert positive customer service that is seamlesssicro
departmental lines. This will be pursued afterdbhgelopment of department policies and procedurds a
is not considered a direct response to this Audit.

As it relates to the deficiencies that addresityvorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assistéort Permitting); Building Official (for Inspectits)
Implementation Date: 06/30/2017

Recommendation #3:

Permitting and Inspections management should tpkeific measures to comply with records retention
rules as governed by North Carolina General Statusorth Carolina State Building Code; North
Carolina Department of Cultural Resources Recoreteion and Disposition Schedule, Fayetteville
City Code, and City of Fayetteville Policies. Prdaees should be outlined for retaining all supmarti
documentation and where the documentation will bpt kKaking into account records retention rules.
Cityworks electronic files should be updated tdide all available documentation not yet attaclwed t
permit file within the system.

Management’s Response:
We concur. Management is in full agreement withrdemmendation.
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A departmental policy has been drafted to proviarcguidance to all staff members with regard to
relevant records retention matters. Documentatiorecords retention will be consistent with Stadev |
and City policy and will be managed by the Senidministrative Assistant. Permission to utilize tadi
records as the primary method of retaining documéatbuilding permit applications, building permit
construction plans, and associated correspondeiitédavsought from the NC Division of Cultural
Affairs. Assuming permission is granted, hardcompl&ations, plans, and correspondence will be
retained in Permitting and Inspections Departmelds funtil testing confirms the security and
accessibility of digital records in the Cityworkgstem and/or the records retention dates are e&dedd
permission is not granted by the NC Division of tGrdl Affairs for digital records retention, harggo
files will be retained in Permitting and InspecBoiepartment files or in remote file storage in
accordance with the departmental policy.

As it relates to the deficiencies that addres<Cityavorks PLL software, the City Manager has auitrexd

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assistant
Implementation Date: 06/30/2017

Recommendation #4:

To ensure compliance with the Fayetteville City €osenior management should consider reorganizing
the structure of the Permitting and Inspection d@hd Planning Services and Code Enforcement
Departments so the Permitting and Inspections Rireaversees all matters related to interpretadioa
enforcement of North Carolina State Building Cotte,include (if applicable) zoning, building plan
review, permits, inspections and code enforcenanprovided in the Fayetteville City Code.

Management’'s Response:
We concur. Management is in agreement with thenneoendation.

The NC Building Code must be interpreted by somemsréfied to perform such interpretations, busthi
training may not qualify the individual to manadee tenforcement of City codes regarding code
enforcement and zoning. We believe it is impegatitat the management of these related functions
should be centralized to enhance customer servitesitich centralization may not be best handled
through the structure proposed by Internal Audé thuthe complex nature of the various laws anesod
Once a determination is made regarding reorgaoizathe PCE Director will take responsibility for
amending the City Code as needed to reflect thanizgtional structure as necessary. As of November
15, 2016, departmental personnel will coordinateN&l Building Codes through the City’s Building
Official. A review of the City’'s entire developmemeview process will be conducted on the
organizational structure and an implementatiorhef iecommendation is anticipated to be completed in
early 2017 with the FY18 budget.

Responsible Party: City Manager

Implementation Date: 07/01/2017
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Recommendation #5:

Permitting and Inspections personnel should ensomgpliance with the Fayetteville City Code Chapter
7, Building Code, Part II, Article 1ll Enforcemerfiection 7-62(a)(1) Permits Required, by requirng

bond be posted at the time of demolition permitlisppon. Additionally, the City Code should be
updated to define the amount of the bond, whereaggently the amount is defined as “good and
sufficient”.

However, if Permitting and Inspections managemesternine bonding requirements for demolition
permits are not required as provided in the Faydl#eCity Code Chapter 7, Building Code, Part II,
Article Il Enforcement, Section 7-62(a)(1) PermRequired, then the Fayetteville City Code showd b
updated to reflect current requirements.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

The City Code provides for a requirement that idammer generally needed. Small-scale demolitions a
currently managed through contracts that requieecttmtractor to carry liability insurance suffididn
cover any claims that result. We will propose sag the City Code to delete the bonding requirdmen
except in unusual circumstances, such as whegriheure to be demolished shares a common wdll wit
another structure or for larger projects that gouggh the formal bid process.

Responsible Party: Planning and Code Enforcemaatior
Implementation Date: 04/30/2017

Recommendation #6:

Internal Audit recommends the Permitting and Inspes Department work with the Information
Technology Department to develop and implement acgss to ensure certificates of
occupancy/compliance are not issued prior to apdéttions being documented as finalized. Permitting
and Inspections management should also streamlide aatomate documentation for certificate of
occupancy and certificate of compliance and eng®ueppropriate utilization of automated resouroes t
promote efficiency and accountability in the ingpmt approval process for temporary and final
certificates of occupancy and certificates of caarge.

Management's Response:
We concur. Management is in full agreement withrdf@mmendation.

While report creation is part of the Informationchaology Department’s top priorities for Cityworks
“fixes,” locking out the report is a customizatidhat will require additional funding to complete.
Information Technology has completed the processvafermarking the reports in question with a
watermark that says INVALID if the report is pridtéefore all the required inspections, payments, or
documents are completed.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentcft&@ityworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Information Technology Projanager
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Implementation Date: 11/30/2016 for the workaraui@D for the ultimate resolution.

Recommendation #7:

The Permitting and Inspections Department shoulslien compliance with North Carolina General
Statutes and the North Carolina State Building Caxe create formal procedures for the certificdte o
compliance and certificate of occupancy process.

Management’'s Response:
We concur. Management is in full agreement withrdcommendation.

Management has reached out to the Supervisor o€tdue Inspections Section of the Department of
Insurance for clarification on this finding. Sexti204.8 Certificate of Compliance of the Admirasion

Code gives a guideline for issuing CertificatesGQifmpliance and Certificates of Occupancy. The
Inspections Department is meeting all requireméaitsthe issuance of Certificate of Compliance for
Electrical, Mechanical, and Plumbing by issuingrelf sticker notice that is placed at the jobsii¥e

also meet the requirements for the issuance oCtréficate of Occupancy for the Building tradeher
referenced General Statute was written in 1993 edsethe referenced code sections are updated every
three years.

Responsible Party: Building Official

Implementation Date: 10/05/2016

Recommendation #8:

Update enforcement actions within Fayetteville Gliyde to ensure contractors comply with the North

Carolina State Building Code.

Management's Response:
We concur. Management is in full agreement withrdf@mmendation.

Management will recommend to the City Council ttheg City Code be revised to eliminate this section
since privilege licenses are no longer requirece Tispections Department uses Section 204.10 Stop
Work Orders of the Administration Code to ensuredhntractors comply with the Building Code.

Responsible Party: Planning and Code Enforcemaatior
Implementation Date: 04/30/2017

Recommendation #9:

Testing performed by Internal Audit in Cityworksrealed deficiencies, whereas, there were areasewher
Internal Audit was not able to determine compliamith laws and regulations. Therefore, Permitting a
Inspections management should consider havingaadiged audit of the Cityworks software to enstire
deficiencies revealed in Cityworks are remedied wiiltl provide an adequate level of control, ensure
processes are put in place to address controlfichvCityworks is unable to perform, and the softwis
utilized to its maximum efficiency.

The Office of Internal Audit recommends Permittengd Inspections management review the permitting
and inspections process to determine key persamnelwill have the ability to override the Cityworks
system setup by adding, modifying and deleting,faespections and permits within Cityworks. Prior t
developing and implementing a process related toess controls, Permitting and Inspections
management should assess Cityworks setup relatéenmitting and Inspection fees and inspection
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workflows to ensure consistency with current pctivhile taking compliance to North Carolina Gehera
Statutes, the North Carolina Building Code andRhgetteville City Code into consideration. Alignrmen
of the required processes with the setup in Cithwahould mean that overriding Cityworks setup by
adding, modifying and deleting is an exception aatthe rule.

Permitting and Inspections management should ernBarmitting and Inspections personnel read and
understand th€ity of Fayetteville Policy # 114 Information Technology Appropriate Usage, and stress
the importance of not allowing others to use theiress, and protecting all passwords. In additioitten
policies and procedures should be documented onduoesses will be requested, who will approve the
access and how access will be removed when itlemger needed.

Management’'s Response:
We concur. Management is in full agreement withrdfcommendation

While a number of the aspects of this finding héeen addressed, the Permitting and Inspections
Department will seek assistance from the Infornrmafichnology department in order to fulfill this
recommendation in its totality. In particular, dnfnation Technology will work with all PLL user a®
and Internal Audit Staff to ensure that the neagssantrols and permissions are in place.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auitrexd

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assis{@mit Permitting); Building Official (for Inspectits);
PCE Director (for code changes); Information Tedbgy Director; Assistant and Deputy City Manager

Implementation Date: 06/30/2017

Recommendation #10:

Internal Audit recommends a work quality review gnam be developed and an adequate number of
appropriate quality reviews of all permits and idjons be conducted in a timely manner. Documented
results should be maintained and utilized as measufreffectiveness during performance evaluations.

Management’'s Response:
We concur. Management is in full agreement withrdcommendation.

The Senior Administrative Assistant will collectngales of work of a variety of permits issued by the
Permitting Technicians on a quarterly basis. Téwgemws will be to ensure that the Permit Technigian
are applying the requested work via the permitiappbn within the generated permit issued by the
technicians. The review of fees will also be obedrensuring that fee calculations are correct and
applied to the proper revenue account. The Seékaoninistrative Assistant will also conduct monthly
reviews of the cash drawers by randomly choosirtgsjaand times, to count down cash drawers of
Permit Technicians that carry out an open cash eiravik report of such reviews will be created tovee

as backup for future auditing purposes.

The Building Official has adjusted Inspections Sujsmrs workloads to allow for field-checking for
work performed by subordinate inspectors. Untily®orks can be configured to track and report on
these field-checks, the Building Official will imstt the Inspections Supervisors to document the
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inspections which have been checked in a spread&iresat. Additionally, Inspections Supervisors are
providing one-hour weekly training sessions for admate personnel (non-inspector personnel also
attend these sessions; see management responsectmrRendation 13.)

As it relates to the deficiencies that addresityavorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assis{@earmitting); Building Official (Inspections)
Implementation Date: 11/30/2017

Recommendation #11:

The Permitting and Inspections Department shoutdbésh measurable and achievable performance
goals and service standards. Permitting and Ingmsctnanagement should establish formal processes t
collect performance information and provide adegiaining to ensure accurate input of the datd tse
quantify each performance measure. Once approgreafermance information is available it should be
used to better inform management for decision-ngaland should also enable the Permitting and
Inspections Department to better manage its opasmtind determine the appropriate balance between
service level and resources.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

The Building Official is working with Information dchnology’s project manager and our Cityworks
vendors to develop an accurate and efficient sysbemathering reporting information. This infortitan

may require adjustment to ensure that accuratejraiile, and reliable information is measured #ad t
this information represents appropriate performammasurement and service standards. Once these
reports are installed in Cityworks, we will be altite analyze workload efficiency and effectiveness
performance measures to utilize in management @paorting. The Strategy and Performance Analytics
Office will be utilized as a resource moving fordarThis initiative is part of Information Technglgs
priority project list.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittrext

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assis{éot Permitting); Building Official (for Inspectits)
Implementation Date: 06/30/2017
Recommendation #12:

The Office of Internal Audit recommends Permittimgnd Inspections management consult with
Information Technology personnel to review the igtpan Cityworks regarding this instance and any
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other changes made by the 2015 update. Any datgrityt issues should be reviewed to determineyf an
data needs ‘cleaned’ and fix any ‘clean up’ congdenecessary.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

This will require a great deal of input and assiseafrom Information Technology.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: IT Project Manager
Implementation Date: 06/30/2017

Recommendation #13:

While inspector training may be driven by certifioa requirements, non-inspector personnel training
needs are not. Conduct a personnel training assessand develop or provide training opportunities t
meet the needs identified. Permitting and Inspastimanagement should dedicate the appropriate
resources and time to ensure proper training fpadment personnel. An important part of any traini
program includes basic product knowledge. Each meerabthe department should be familiar with the
services offered in order to competently satisfgtemer needs by providing accurate information and
good customer service. Training should also incladeunderstanding of the entire permitting and
inspections process and how activities in each afeéhe Permitting and Inspections Department affec
actions taken in other areas both within the depamt and across other departments. In additiomdbr
training on the Cityworks software program shoudrstituted to provide familiarity with the system

Management’s Response:
We concur. Management is in full agreement withrdcommendation.

Training for non-inspector personnel will consiéttlee following training types, to be implementesl a
funding and operational considerations allow:

* Annual training conducted by the Building Officralgarding the administrative requirements and
standards of the North Carolina Building Code.

* Non-inspector personnel currently participate i Weekly one-hour training of inspectors by the
Inspections Supervisors.

* Periodic non-inspector personnel “ride-alongs” wiitkpectors to establish familiarity with the
practical challenges of construction inspectiomfithe perspective of certified inspectors.

* Formal training in the administration of constroatipermitting through the Certified Permit
Technician coursework developed by the NC Departroeimsurance.

» Continuation of prior training in customer serviseft skills” provided by an outside consultant
chosen by the Interim Department Director. In fivéor training, each staff member was
provided an “Inspector Skills” training guide boekland a study guide questionnaire. Upon
completion of the questionnaire, the consultant lehployee training of both inspectors and
permitting staff on the related materials.
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» Cityworks-specific training in the form of onlin@urses, on-site training, and webinars offered
by the software integrator and the software dearlop

» Annual review of relevant City and departmentaiges conducted by the Senior Administrative
Assistant.

» Personnel from the State Licensing Board can beesiqd to provide periodic training on
licensing issues.

» The Building Official is compiling a portfolio offmtographs illustrating various inspection types
that will be used to help familiarize non-inspegtersonnel with different inspection types.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auitrext

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Interim Permitting and InsmediDirector
Implementation Date: 06/30/2017

Recommendation #14:

Permitting and Inspections management should igettie kinds of reporting information needed in
order to adequately track and assess the efficiehtlye permitting process. Internal Audit recomihen
Permitting and Inspections management work withlttfiermation Technology Department and/or the
software developer to improve standard reports dtaat be used on an ongoing basis to ensure the
information needed to manage the permitting angeicsons processes will be available to those @thrg
with the responsibility.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

We will perform a comprehensive review of existipglicies and procedures and make the necessary
adjustments to comply with the purpose and intérthis audit. Reporting will be a component of this
initiative. Reporting is part of the Information dfology Department's priority “fix” list. As
modifications to the case types, workflows, andadabups are complete, we will be able to devethep t
necessary reports for daily and management use.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Information Technology Projanager

Implementation Date: 06/30/2017

Recommendation #15:

The Office of Internal Audit recommends Permittiagd Inspections management collaborate with all

departments involved in the City's permitting amspections process to develop routine customer
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training sessions to be held at least annually s&rmessions should, at a minimum, cover information
within the entire permitting and inspections praceich cause the most customer confusion, suck-as
inspections and frequently asked questions. Intiadd any new laws, regulations, and requirements
should be included in the training sessions.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

We will coordinate with other departments to esshbh program of customer training sessions. There
a variety of existing models to choose from in iempenting customer training, including webinars,
presentations before trade or homebuilders orghmiza and online tutorials to help train our custos.
Some of the timing for this initiative will depemghon when the Public Portal and plan review soféwsir
implemented by Information Technology.

As it relates to the deficiencies that addresitygvorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Interim Permitting and InsmeiDirector
Implementation Date: 06/30/2017

Recommendation #16:

The written policies and procedures recommendefinding 2 should include practices for closing or
otherwise terminating permits that have been ah@ligpast a certain time threshold as such jobs may
require the project to comply with newer, saferding codes and would help protect the public gafet
Permitting and Inspections management should asatworking with the Information Technology
Department and the software developer to implerabahges that would update a permit status as it is
moved through permitting and inspections proces€ege these changes have been completed and
thoroughly tested, the impact on historical infotima that may occur should be assessed before
implementing such changes.

Management's Response:
We concur. Management is in full agreement withrdemmendation.

The Information Technology Department is curremtlyrking on implementing an automated expiration
process for permits that have not received an oigpewithin six months or that exceed the expmati
date after issuance of the permit. Until the awatihom of expiring permits is implemented, the Pérmi
Technicians are able to query a report to manuatlyire permits, as well as, export an excel report
capturing the number of cases that were manuallyirex per Permit Technician. The Senior
Administrative Assistant will draft a written prahgére and policies as set forth in the recommendatio
and for compiling data for performance measuringpses.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
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Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assistant
Implementation Date: 11/30/2017

Recommendation #17:

Allowing permits to expire should not be an easyhud to avoid inspection and circumvent established
controls. Permitting and Inspections managementildhestablish controls to ensure failed inspections
are followed to conclusion so the permit holder/andontractor seek and receive final approvalhef t
project.

The Cityworks software should be configured to engtically expire permits based on specific critefia
risk assessment should be prepared before perntitgWCityworks are automatically expired, whereas,
implementing this program could have a signifidampact on permits.

A report should be created and run at some stataval to resolve expired permits and impose a
terminal status of EXPIRED. Some consideration khalso be given to sending a notice to the permit
holder advising of the expiration of the permit doelack of activity and giving the permit holden a
opportunity to respond.

Permitting and Inspections personnel should ensomgpliance with the Fayetteville City Code Chapter
7, Building Code, Part Il, Article 11l Enforcemergction 7-68, Time Limitations on Validity of Pdts)

by expiring permits 60 days from issuance if theknauthorized by the permit has not been commenced
or update the Fayetteville City Code to be conststeith the North Carolina State Building Code
requiring the time limitation for a permit to expias six months after the date of issuance if thekw
authorized by the permit has not been commenced.

Management’'s Response:
We concur. Management is in full agreement withrdemmendation.

Cityworks procedure changes are necessary to efftectompliance with this finding. Permits thaténa
not had an inspection within 6 months will be aultically expired and the status changed to Closed -
Expired. An email will be sent to the applicant @ys prior to the expiration and then again up on
expiration. If a permit has had at least one inspecthe permit expiration will be extended for 12
months in keeping with the NC Building Code. Thegture is currently in test and will be moved into
production shortly.

Staff will propose revisions to the City Code teere compliance with the NC Building Code.

As it relates to the deficiencies that addresitygvorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: IT Project Manager for permjjtition notices; Planning and Code Enforcement
Director for changes to City Code.
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Implementation Date: 04/30/2017

Recommendation #18:

Permitting and Inspection management should coatéiwith the Information Technology Department
and/or the software developer to develop contratlsimvCityworks to verify the correct PIN is presem
permit records. Should Cityworks not have this tépgg, Permitting and Inspections management
should develop mitigating controls to ensure theditg of PIN’s during the review and approval pess
for permit applications. In addition, Permittingdaimspections management should develop a prooess f
consistent and accurate input of address informatiad work with the Information Technology
Department and/or the software developer to fultegrate the GIS mapping function within Cityworks.
In the interim it may be beneficial to enter inf@tion in the “Notes” section of a permit to indiedhat
the address will not match the County records ahg. Whorough testing of all upgrades should be
performed to ensure the product is performing e@eptable level to achieve departmental goals.

Management's Response:
We concur. Management is in full agreement withrdf@mmendation.

Cityworks procedure changes are necessary to effiecicompliance with this finding. Permitting and
Inspections will require considerable assistanomfnformation Technology in the testing of Citywsr
upgrades.

This was an issue that was discussed during a Dmremeeting and there was no clear resolution
because the GIS Data that contains the PIN infoomas provided by Cumberland County GIS because
the Register of Deed and the County GIS use diftesgstems. The update from the Register of Deed t
the County GIS is not always as timely as the wityld like it. City and County GIS have been workin
together to resolve this, the city receives a myghpdate from the county, and as long as the Regid
Deed has updated County GIS then the City GIS atyav@rks will be correct. City GIS also has a GIS
Road Map project to develop a collaborative GISiEEmment with the county to help with this.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexdt

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Chief Information Officer
Implementation Date: 06/30/2017

Recommendation #19:

The Office of Internal Audit recommends Permittiagd Inspections management review the existing
Fee Schedule to determine whether enhancementsl\wpooNide additional transparency and clarity for
citizens and contractors. In addition, Permittamgl Inspections management should ensure consistenc
among the permit application, Fayetteville City €aohd the Fee Schedule.

Management’'s Response:
We concur. Management is in full agreement withrdtmmendation.
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Management is currently reviewing the permit feed the permit applications for all four trades. c®n
we have corrected our fee schedule and permit gijgins, we will write the policy and procedures to
make sure all permits are accurately issued angtdal

Responsible Party: Building Official
Implementation Date: 06/30/2017

Recommendation #20:

Permitting and Inspections management should determh Cityworks has the capability to provide
reports by subsidiary ledger for fees charged &iarners, which could be used to reconcile to thg'<Ci
general ledger.

Permitting and Inspections management should dpwetdten procedures which should be followed to
ensure a documented reconciliation between the ammdilled/refunded in Cityworks and actual revenue
posted in the general ledger is performed at regatarvals. The reconciliation should be complete
with verification of the balances by a second autea individual including initialing and datingperts

to document a review and reconciliation was perémm

In addition, Permitting and Inspections managenstiould develop written policies and procedures to
document the process and the importance of claem@OS register nightly.

Once these processes are established, Permittthgnapections management should ensure personnel
are adequately trained on them.

Management’s Response:
We concur. Management is in full agreement withrdemmendation.

There is a lack of integration between the accognsioftware programs that the City uses that requir
manual procedures to reconcile revenues acrossva@itg, JDE, and the Point of Sale program. The
reconciliation process of this report is completad the Senior Administrative Assistant and, upon
completion of the reconciliation, the Senior Adrsinative Assistant records her signature and has an
employee unassociated with cash handling, applwedconciliation report. The Senior Administrativ
Assistant will develop written procedures on thegassses of this reconciliation procedure.

The Permit Technicians have previously trainedhenreset procedures of the Point of Sale cash dsawe
A draft procedure on “Reconciliation Cash Drawdngs been prepared for review and approval by the
Interim Permitting and Inspections Director. Comapte with these procedures will be included as a
performance measure.

Responsible Party: Senior Administrative Assistant

Implementation Date: 06/30/2017

Recommendation #21:

Permitting and Inspections personnel should ensmhen submitting payment to the North Carolina
Licensing Board on a quarterly basis, that coresnbunts are submitted based on a reconciliation of

information in Cityworks and the general ledgemyAdomeowner Recovery Fund fee refunds should be
taken into consideration when completing the reitiation.
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Management’'s Response:
We concur. Management is in full agreement withrdcommendation.

The Information Technology Department created a Aesount Payables subsidiary code to capture the
$9 fee that is paid to the NC Licensing Board. €Risting revenue account captures the remaining $1
recognized as revenue. The recent segregatiomeofHomeowner Recovery Fee was implemented
October 3, 2016.

The Senior Administrative Assistant will continue submit quarterly payments to the N.C. Licensing
Board but, beforehand, the Senior Administrativesistant will ensure that the payment is accurately
reconciled amongst the Cityworks Revenue Reporizenkral Ledger within JDE.

The same will apply to refunds. The Senior Admiaitor will ensure refunds of the Homeowner
Recovery Fee are properly processed and appligtietcappropriate fund accounts within JDE and
revenue accounts with Cityworks.

Responsible Party: Senior Administrative Assistant

Implementation Date: 10/03/2016

Recommendation #22:

Permitting and Inspections management should regaimnually, all personnel who handle cash receipts
to read the Cash Handling General Procedures gndasknowledging receipt and understanding of the

procedures.

A formal written refund policy to provide guidaneed direction on how to process refunds should be
developed. In addition, Permitting and Inspectipaessonnel should be trained on these policies.

Permitting and Inspections management should enguadity reviews are done for all cash receipt
processes.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

The Senior Administrative Assistant provided Periirgichnicians copies of the city’'s Cash Handling
General Procedures. Each of the technicians regereviewed, and signed the Cash Handling General
Procedures Acknowledgement form. A copy of the hChalandling General Procedures is readily
accessible to the Permit Technicians and suchypulit be reviewed and signed on an annual basis as
recommended by the Finance Department.

The Senior Administrative Assistant prepared a depmnt Refund Procedures & Policy. Upon review
and approval by the Permitting and Inspections dire the Senior Administrative Assistant will card
mandatory training for all Permit Technicians irotweeks following the policy adoption.

The Senior Administrative Assistant will conductagierly quality reviews of the issuance processcivhi
will include cash handling procedures. This preoss| begin the third quarter of FY17.

Responsible Party: Senior Administrative Assistant
Implementation Date: 06/30/2017
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Recommendation #23:

Internal Audit recommends Permitting and Inspediparsonnel responsibilities be reassigned in doder
achieve an effective separation between openingntag and recording transactions. In addition,
Permitting and Inspections management should censigecks being opened in dual custody to further
strengthen controls.

Additionally, Permitting and Inspections managemsmbuld assess the Administrative Assistant’s job
description and determine if additional educatexperience or knowledge related to internal coati®l
needed due to the supervision of cash handlingtibme and update the job description or position as
deemed appropriate.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

Personnel duties will be defined to require thefilme permit technicians assigned to permit issaao
record transactions, and daily dispatch permitriecains will have mail duties to address this isstibe
Senior Administrative Assistant will supervise arsure compliance.

Management is reviewing a vacant Permitting angdoBons position against the recommendation and
will request a study from the Human Resource Depamt. Once the study is complete, management
will recruit for this position in November 2016.

Responsible Party: Interim Permitting and InsmeiDirector
Implementation Date: 09/30/2017

Recommendation #24:

The Office of Internal Audit recommends Permittiagd Inspections management work with the
Information Technology Department to establish acpss for security of faxed information. Such a
process could include faxes being printed only winenappropriate security code is entered or haaing
dedicated fax machine for the Permitting and Inspes Department in a secure location with limited
access. Permitting and Inspections managementdkaoslure the faxes are destroyed in accordance with
City’'s Administrative Policy # 311 Security of Sensitive and Confidential Information and Breach
Response Plan.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

The fax machine vendor programmed the PermittindtiMisunctional Device (fax machine) so permit
applications received can only be printed by medrentering a security code. Faxes are securedrwith
the device until the security code is applied. niReT echnicians and the Senior Administrative Asgis

are only privy to such code, and if at any time tode may be breached, a new security code can be
reassigned.

The Finance Department provided the Senior Admiaise Assistant a copy of the city’s policy #311,
Security of Sensitive and Confidential Informatieamd Breach Response Plan. Each technician received
reviewed, and signed the Acknowledge form. Thei@eldministrative Assistant also prepared a draft
policy of a Security and Confidential Informatioor freview by the Permitting and Inspection Director
Upon review and approval of the policy, the Seraministrative Assistant will conduct mandatory
training to all Permit Technicians within two weekslowing adoption. The Senior Administrative
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Assistant will also conduct quarterly quality revig of the Security and Confidential Information.
Additionally, and in accordance to the SecurityS&nsitive and Confidential Information and Breach
Response Plan, the Permit Technicians destroy dshi@xes that contain confidential financial
information following the completion of the issuanarocess of every permit.

Responsible Party: Senior Administrative Assistant
Implementation Date: 09/30/2016

Recommendation #25:

Permitting and Inspections management should coateliwith the Information Technology Department
and/or the software developer to develop contrathimv Cityworks to ensure permits are not printed
before all pre-permitting requirements are met e hardcoded status on the permit should read the
status within Cityworks.

Additionally, Internal Audit recommends the appiape inspector review all written applications as
defined by NCGS and Fayetteville City Code, ChapteArticle 11l before a permit is issued.

Management’'s Response:
We concur. Management is in full agreement withrdemmendation.

While report creation is part of the Informationchaology Department’s top priorities for Cityworks
“fixes,” locking out the report is a customizatitrat will require additional funding to completd. has
completed the process of watermarking the repartguiestion with a watermark that says INVALID if
the report is printed before all the required imsipeis, payments, or documents are completed.

We will coordinate with the Department of Insurarioedetermine the need for building inspectors to
issue trade permits.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittext

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: IT Project Manager
Implementation Date: 11/30/2016 for the workaraui@®D for the ultimate resolution.

Recommendation #26:

Internal Audit recommends Permitting and Inspediananagement review applications, the Fee
Schedule and Cityworks, and ensure they are censistith one another. In addition, Permitting and
Inspections management should review all permitliegipons to ensure all necessary information is
required on the applications, applications arerclaad assess whether any unnecessary information
should be removed from the applications. Once th@i@ations are updated and made available to the
contractors/homeowners, their use should be erdorce

In order to be in compliance with North Carolinan@eal Statutes, Inspectors should issue permits.
However, prior to permit issuance, Permitting amtspkections personnel should ensure permit
applications are completed with all information esgary to calculate fees. If information on the
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application is unclear, Permitting and Inspectipassonnel should ask the applicant for clarificatiany
updated information should be clearly documentediiure reference.

Permitting and Inspections management should ésttablquality review process for the Permitting and
Inspections Department. Due to the high volumeppliaations, the likelihood of finding an exceptiby
spot checking is statistically low. Therefore, wrestablishing a quality review process, Permitangl
Inspections management could consider exceptioaebeeporting from Cityworks which could identify
unusual transactions, such as a residential bgild@rmit without a homeowner recover fee charged.

Policies and procedures should be written to peeiéar guidance on accurate and consistent apiptica
of fees. Training should be given to Permitting dmspections personnel to ensure understanding and
adherence to policies and procedures.

Management's Response:
We concur. Management is in full agreement withrdf@mmendation.

We will coordinate with the Department of Insurarioedetermine the need for building inspectors to
issue trade permits. Staffing and workload issuag preclude quality control by inspection supemss
without additional resources as has been notecspanses to prior findings. Staff will work with
Information Technology to see if exceptions candmtified for quality control purposes. Once thes
issues are resolved, policies and procedures welldeveloped and training conducted to ensure
subordinate staff adherence to the policies andgahares.

As it relates to the deficiencies that addresityavorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentcft&@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official; Senior Adnsitnative Assistant
Implementation Date: 06/30/2017

Recommendation #27:

Internal Audit recommends the appropriate inspeateiew all written applications as defined by NCGS
and Fayetteville City Code, Chapter 7, Articlelddfore a permit is issued. This review should idelthe
status of the contractor’s license.

Additionally, Internal Audit recommends Permittirand Inspections personnel establish and follow
written procedures to ensure each contractor'si$iees valid when issuing a permit. Since permitsre
December 31 each year and become invalid 60 days that date unless renewed, Permitting and
Inspections should establish and follow writtengadures to ensure all general contractors withvecti
permits still have valid licenses in March of egelar. For any active permits determined to be $tae
general contractors with invalid licenses, Permiftand Inspections personnel should establishearitt
procedures to comply with NCGS 160-422 relatintherevocation of permits.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.
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The Planning and Code Enforcement Director wilieevthe City Code and propose any modifications
that are necessary to modernize and ensure corgistetween the City Code, the NC Building Code,
and departmental procedures and policies.

Management has reached out to the Supervisor o€Ctue Inspections Section of the Department of
Insurance for clarification on inspector issuant@ermits. The Permitting and Inspections Depantime
is meeting all requirements for the issuance afdrand building permits in our current practice.

Management is currently reviewing the permit feed the permit applications for all four trades. c®n
we have corrected our fee schedule and permit gijgins, we will write the policy and procedures to
make sure the permit is accurately issued and glalue

The Permit Technicians are currently following mdares of verifying contractors licenses priortte t
issuance of permits. The Senior Administrativeigtasit will draft a policy and procedures to ensihet
this process is being validated. The Senior Admialive Assistant will complete monthly random
quality control checks to ensure that this reconuhagion is followed through.

In speaking with the North Carolina Licensing Bodod General Contractors, they are looking into
developing a WebService with which we would be &blgporogrammatically interface with in order to
validate the contractor in real time. At this tithere is no ETA for the availability of this WebSee.
Such an arrangement with other trades is beingoexghl Currently Information Technology has
investigated other methods of automatically valigathe Contractor License, however, there would be
additional funding needed to do this.

As it relates to the deficiencies that addresityavorks PLL software, the City Manager has adittexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Planning and Code Enforcemérgcdr (code changes); Senior Administrative
Assistant (procedures)

Implementation Date: 09/30/2017

Recommendation #28:

Permitting and Inspections management should coateliwith the Information Technology Department
and/or the software developer to develop contrailimvCityworks to prevent creating duplicate pesni
Should Cityworks not have this capability; Permgtiand Inspections management should work with
personnel within the department on mitigating colstto ensure duplicate permits are not being eckat
All permit applications should be reviewed by aprapriate level inspector before a permit is issaed
which time, the inspector can verify that a dugkcpermit is not being created.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

Cityworks cannot currently prevent the creatiomdoplicate permits, however, it will allow you toesall
the existing permits, cases, service requests amnkl ovders at a given address.
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Resolution of this issue is dependent on a vendwmtiedule. Additionally, consideration should besg
to distinguishing between a trade permit and adingl permit with regard to the qualifications okth
issuing authority. If inspectors have to sign off all permits prior to their issuance, a significa
resource issue will be created due to permit volumf¢his is the direction of the Interim City Mager,
we will produce a plan for implementation for catesiation during the FY18 budget cycle.

Information Technology is working with software @éaper to bring a Cityworks PLL trainer on site to
provide specialized PLL training.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auitrexd

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Interim Permitting and InsmediDirector and Information Technology Director
Implementation Date: 11/15/2016

Recommendation #29:

Procedures should be established requiring inspettodocument within Cityworks when the inspector
reaches the location and the results of the ingpedtefore going to the next assignment. Cityworks
should be configured, if necessary, to facilithis type of documentation. Training should be pdedi to
improve inspectors’ documentation, to establistapeters and guidelines and the use of laptopsein th
field to result the inspections.

Management’s Response:
We concur. Management is in full agreement withrdcommendation.

Permitting and Inspections has purchased laptopputers for all the field inspectors to eliminate th
problem of limited or no connectivity in some arefshe City. Since that time, the inspectors hlagen
trained and directed by management to log intov@itis and do all of their inspection postings & th
jobsite. Management is working with Cityworks te hble to have this measurable data extracted in
several types of reports. This will give managemexitiable information that we will be able to use i
determining if the department is adequately staffed

As it relates to the deficiencies that addresityavorks PLL software, the City Manager has aditred

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official

Implementation Date: 06/30/2017

Recommendation #30:

Internal Audit recommends the Permitting and In§ipas Department prohibit the practice of bypassing

system controls by deleting and/or resulting inpes on the workflow as “NA”. Quality reviews
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should be conducted by management to ensure pkdétisns are completed and resulted for each tipe o
permit on the workflow. Cityworks workflows shoultt updated for each permit type to include only
required inspections for that permit type.

Management’s Response:
We concur. Management is in full agreement withrdcommendation.

The inspections workflows are currently under migdifon. It is the intent to modify and simplifiaeh

of the workflows per permit type. Until this oceuran “N/A” will be placed on inspections tasks not
related to the inspection. The Permitting and écspns department is working closely with the IT
department as well as with Cityworks in order tdrads this issue.

As we modify the case types and workflows additigecurity will be added which will prohibit the
addition or deletions of task in the workflow.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official
Implementation Date: 06/30/2017

Recommendation #31:

Permitting and Inspections management should dpvpftocedures to clarify expectations, including
established start times and locations to begineictspns for the workday. The procedures should also
give general guidance on how to conduct inspecti@mEe these procedures are established, Permitting
and Inspections management should ensure persamnatiequately trained on them.

The AVL technology should be fitted and fully optgmaal on all Permitting and Inspections Department
vehicles. This data should be used by managemesudrijunction with monitoring inspector output as a
measure of overall productivity.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

The Permitting and Inspections Department will iempént policies and procedures to ensure that
inspections staff have clear and concise instractegarding daily expectations, standards for imngin
new staff, and policies as it relates to enforcanudrthe NC Building Code. The AVL systems are
currently installed in all inspectors’ assigned ields. The existing AVL system could not be
permanently installed without voiding the manufaetis warranty.  Reporting is currently being
addressed by the Information Technology Projectddan. The inspections staff will receive trainom
how to review and monitor the AVL system. Additadly, the real-time resulting of inspections witljp
confirm inspector location.

Responsible Party: Building Official
Implementation Date: 06/30/2017
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Recommendation #32:
Permitting and Inspections management should dpvalocedures to ensure all permitted projects are
inspected or permits are properly cancelled ifgbemnitted work is not commenced.

Management’'s Response:
We concur. Management is in full agreement withrfcommendation.

All full demolition permits are inspected by the d@oEnforcement Division of the Planning and Code
Enforcement Department. Cityworks has been matlifienotify the contractor when a permit is abaut t
expire. This modification reflects the standardsttee NC Building Code with regard to permit
expiration. A procedure will be developed in ortteprovide clear and concise instruction on hoywdst
inspections once the permit is completed, voideexpired. An amendment to the City Code will be
proposed to reflect the standards of the NC Bujjddmde with regard to permit expiration.

As it relates to the deficiencies that addres<Cityavorks PLL software, the City Manager has auittexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a péarPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Senior Administrative Assis{@mit Permitting); Building Official (for Inspectits);
PCE Director (for code changes and PCE policiespandedures)

Implementation Date: 11/15/2016, with the City €dthanges to occur in January 2017

Recommendation #33:

Internal Audit recommends Permitting and Inspediomnagement develop processes to ensure square
footage and construction costs are validated paquermit issuance and again prior to issuancéef t
certificate of occupancy/compliance. The procésail include recording adjustments in Cityworks an
collecting or refunding any fees based on thesestdients. These processes should be documented in
written policies and procedures and personnel shioelltrained on them.

Management’s Response:
We concur. Management is in full agreement withrdcommendation.

We agree that enhancements can be made to bettbmtdee calculations from various measures,
however, the proposed redundancy is unnecessamgyadeviations will be caught during the inspection
process. We agree that adjustments to the Fee @eheded to be made to simplify calculation
procedures; this will require coordination withdnfation Technology, and such changes will be nade

midyear, if possible, or proposed as part of thd&udget.

As it relates to the deficiencies that addres<ityavorks PLL software, the City Manager has auitrexd

a project assessment to evaluate the currentcft@iyworks and make recommendations on whether to
continue implementation and refinement efforts eeksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official
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Implementation Date: 06/30/2017

Recommendation #34:

A formal written callback policy to provide guidamand direction on how to impose callback fees lshou
be developed and communicated to contractors/hoamers. In addition, Permitting and Inspections
personnel should be trained on this new policy.

Management’'s Response:
We concur. Management is in full agreement wighrdcommendation.

Management is writing a formal callback policy. d@nthis policy is completed, we will modify
Cityworks so that a callback fee will be automdticassued in accordance to the policy. Once this
callback policy is completed, then managementngtify the contractors and train the inspectors.

As it relates to the deficiencies that addres<Cityavorks PLL software, the City Manager has auitrexd

a project assessment to evaluate the currentct@sgyworks and make recommendations on whether to
continue implementation and refinement efforts @eksanother PLL solution. Until the assessment is
completed, only issues already identified as a parPermitting and Inspections and Information
Technology’s project priority list will be complete All other efforts to refine Cityworks will be
discontinued.

Responsible Party: Building Official

Implementation Date: 06/30/2017

Recommendation #35:

Consider implementing multi-trade inspections, fmdly HVAC permits, to enhance scheduling

flexibility, reduce drive times and improve respetignes.

Management’'s Response:
We concur. Management is in full agreement withrdf@mmendation.

The Permitting and Inspections Department is nowiop@ing multi-trade inspections for two permit
types. One is the mechanical change out permitnwthe mechanical inspector inspects both the
mechanical and electrical installations. The otisethe gas water heater permit when the plumbing
inspector inspects the water heater, vent pipind) the gas piping. A policy and procedure will be
written to ensure both permits are ready beforeibpector goes on the inspection. Management also
utilizes this cross training when a trade sect®ahorthanded. Out of a department of 18 inspecice
have 7 inspectors who have more than one standatification. Management hopes to expand this
concept to more permit types as we get more inspecertified.

Responsible Party: Building Official

Implementation Date: 10/01/2016

s END OF MANAGEMENT RESPONSES sk
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APPENDIX A

STANDARD-5. BUILDING INSPECTION RECORDS
Official records and materials created and accumulated during the conduct of municipal building inspection programs.

In accordance with G.S. §153A-373, "The inspection department shall keep complete, and accurate records in convenient form of each application
received, each permit issued, each inspection and reinspection made, and each defect found, each certificate of compliance granted, and all other
work and activities of the department. These records shall be kept in the manner and for the periods prescribed by the North Carolina
Department of Cultural Resources. The department shall submit periodic reports to the Board of Commissioners and to the Commissioner of
Insurance as the Board or the Commissioner may require.” (1969, s. 1: ¢.822, s.1; 1983, c.377, s.6.)

STANDARD-5: BUILDING INSPECTION RECORDS
ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
1. BLUEPRINTS AND SPECIFICATIONS a) Destroy in office residential blueprints and specifications Comply with applicable
Blueprints, drawings, and specifications submitted when administrative value ends.¥ provisions of G.S. §132-
when applying for a building permit for new Agency Policy: Destroy in office after _ 1.7 regarding
construction. Used in determining code compliance confidentiality of
and enforcement of building code. b) Destroy in office commercial blueprints and specifications | government building
1 year after issuance of certificate of occupancy. detailed plans and
drawings.
c) Retain governmental blueprints and specifications for life
of structure.
2. BUILDING AND FIRE CODE VIOLATIONS CASES Destroy in office 3 years after verification of correction.
Includes complaints, notices, and other information
created or compiled during the course of investigation
and resolution of each alleged violation. May include
appeals.




APPENDIX A

STANDARD-5: BUILDING INSPECTION RECORDS

ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
3. BUILDING INSPECTION REPORTS a) Destroy in office inspections with no defects after 6 years.
Records concerning existing building inspections.
b) Destroy in office inspections with noted defects 6 years
after defect is corrected.
4. BUILDING PERMITS AND APPLICATIONS a) Destroy in office 6 years after issuance of certificate of
Applications from property owners to erect new occupancy and/or expiration of permit.
structures or to make structural modifications to
existing ones and permits allowing the construction. b) Destroy in office applications for which a permit was never
May include contractor change forms. issued when administrative valueends.}
Agency Policy: Destroy in office after _
5. BUILDING PERMIT LOG Destroy in office after 6 years.
Record showing permit number, date, name of owner,
cost of construction, permit date, and receipts.
6. BUILDING PERMIT RECEIPT BOOKS Destroy in office after 3 years.*
7. BUILDING TRADES CERTIFICATIONS Destroy in office when superseded or obsolete.
8. BURNING PERMITS (BUILDING INSPECTIONS) a) Destroy in office after 3 years.
Records concerning permits issued during the site
construction. b) Destroy in office applications for which a permit was never
issued when administrative valueends.}
Agency Policy: Destroy in office after _
9. CERTIFICATES OF OCCUPANCY Destroy in office after 6 years.

Records indicating buildings in the city which have
been inspected and approved for occupancy.
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APPENDIX A

STANDARD-5: BUILDING INSPECTION RECORDS

ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
10. CONSTRUCTION REPORTS Destroy in office when administrative value ends.¥
Agency Policy: Destroy in office after _

11. CONTRACTORS LICENSING Destroy in office when superseded or obsolete.
12. DEMOLITION FILE. Destroy in office after 6 years.*

Records relating to demolition and clearance of

buildings deemed unfit for habitation. File includes

building inspection reports, letter to property owners,

and demolition documents.
13. ENCROACHMENTS OF RIGHT-OF-WAY APPLICATIONS | c) Destroy in office 3 years after case is resolved.

AND PERMITS

d) Destroy in office applications for which a permit was never
issued when administrative valueends.}
Agency Policy: Destroy in office after _

14. INSPECTIONS Destroy in office 6 years after completion of project.

Inspection requests, notices of violations, denial

reports, sketches, plans, correspondence, including

email, and similar records concerning the

construction, modification or demolition of existing

and new buildings, or the installation of plumbing,

electrical or mechanical systems.
15. INSPECTOR WORKSHEETS a) Destroy in office 6 years after completion of project if

worksheet is only record of inspections.

b) Destroy in office remaining records when administrative
value ends. T
Agency Policy: Destroy in office after _
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APPENDIX A

STANDARD-5: BUILDING INSPECTION RECORDS

ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
16. MAPS, PLATS AND DRAWINGS a) Iffiled in Register of Deeds or similar agency, destroy in
Maps, blueprint drawings and plats of subdivisions office when administrative value ends.
generally showing roads, bodies of water, dimensions Agency Policy: Destroy in office after _
of lots, sewage and lines, etc.
b) Retain in office all other records permanently.
17. MANUFACTURED HOME PERMITS a) Destroy in office 6 years after issuance of certificate of
occupancy and/or expiration of permit.
b) Destroy in office applications for which a permit was never
issued after 3 years.
18. MINIMUM HOUSING FILE Destroy in office 3 years after verification of correction.*
Records of rental properties containing information
relative to violations and complaints. May include
certified return receipts, zoning violation notices,
municipal court ordinance complaints, summons,
decisions, copy permits and photographs.
19. MISCELLANEOUS (BUILDING) APPLICATIONS AND a) Destroy in office 3 years after completion of project.

PERMITS

Applications and permits regarding sign installation,
fencing, swimming pools, driveways or similaractivity
required by local ordinance.

See also MISCELLANEOUS (NON-BUILDING)
APPLICATIONS AND PERMITS item 45, page 11.

b) Destroy in office applications for which a permit was never
issued when administrative valueends.}
Agency Policy: Destroy in office after _
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APPENDIX A

STANDARD-5: BUILDING INSPECTION RECORDS

ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
20. MONTHLY BUILDING PERMITS AND CONSTRUCTION Destroy in office after 3 years.
REPORTS
Customized reports used for statistical analysis of
current development trends within the municipality.
This information also is submitted to the U. S.
Department of Commerce & Bureau of the Census.
21. NORTH CAROLINA SEDIMENTATION AND POLLUTION | Destroy in office after 3 years.
CONTROL COMMISSION
File contains documentation of sedimentation control
measures to be used on individual projects.
22. PERIODIC INSPECTION REPORTS Destroy in office 6 years from date of inspection.
23. SEWAGE DISPOSAL SYSTEM INSPECTION REPORTS Destroy in office 2 years after inspection.
Reports show home structure and water line diagram.
Reports are used to indicate sewage hookups and to
comply with municipal code.
24. STANDARD BUILDING CODES Destroy in office when superseded or obsolete.
25. STREET ADDRESS LOG Destroy in office when superseded or obsolete.
A master list of current streets and house numbers.
26. STREET INFORMATION Destroy in office when superseded or obsolete.
27. SUBSTANDARD HOUSING INSPECTIONS REPORTS Destroy in office after 6 years.
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STANDARD-5: BUILDING INSPECTION RECORDS
ITEM #
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
28. TRADE PERMITS (ELECTRICAL, GAS, MECHANICAL, a) Destroy in office 6 years afterissuance.
AND PLUMBING)
b) Destroy in office applications for which a permit was never
issued when administrative valueends.}
Agency Policy: Destroy in office after
29. UNSAFE BUILDINGS FILE Destroy in office after 6 years provided all issues have been
Notification to owner of unsafe conditions relative toa | resolved.*
particular structure.

*See AUDITS, LITIGATION, AND OTHER OFFICIAL ACTIONS, page vi.
1 See signature page. The agency hereby agrees that it will establish and enforce internal policies setting minimum retention periods for the records that
Cultural Resources has scheduled with the disposition instruction “destroy when administrative value ends.” Please use the space provided.
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Audit Director
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Fiscal Year 2017

Annual Audit Plan Proposed
Engagements

Methodology for Developing Audit Plan

Many factors are considered when selecting City

departments, programs, and activities to be included

on the audit plan:

* The risks associated with the City’s various activities

* Input and concerns from City Council and city
management

There are 10 projects listed on the FY17 Audit Plan.
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A. Audit Projects Carried Forward from 2016 Work Plan -

Lot Ry Audit Title Description/Preliminary Objective el
No. Hours

A.l In Progress
The objectives of this audit were to determineeifrpits
and inspections were in compliance with the lawd an
Building Per mits and regulations; and ensure effective management @fersi 640
Inspectionsto include adequacy of controls and quality reviews were being
A2016-02Callback Revenues followed.
Determine if CityWorks data was reliable for managing
CityWorks Permitting and workload, supporting decision-making, and tracking
A2016-02I nspection | mplementation! permit status.

The scope of the review was to determine if balance sheet
_ reconciliations reconcile to the actual balance
Finance Department JDEdwards; and if the appearance of a grant draw was

Balance Sheet and Grant  peeded or a potential overdraft exists.
R2016-01Review

A. Audit Projects Carried Forward from 2016 Work Plan -

Work Plar Audit

Audit Title Description/Preliminary Objective

No. Hours

A2 For Completion

The anticipated scope of this review will focus on the
identification and effectiveness of automated and mana@lo
controls over the FayPay (KRONOS) and JDEdwards

NTENES TSRS Payroll interfaces.

A2016-03I mplementation Phase 1
The audit will assess the adequacy of internal controls;
Contracting Practicesand and policy, procedure, laws, rules and regulations
A2016-04Procedures compliance of the City's contracting practices. 24

The audit will assess the adequacy of internal controls;

Parks and Recreation and policy, procedure, laws, rules and regulations

Nonresidential Fees compliance of the implementation of Parks and
A2016-05| mplementation* Recreation Department’s nonresidential fees. 6

* Project will be started but not completed during this fiscal year
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B. New Audit Projectsfor 2016:20171 | |
el SR Audit Title Description/Preliminary Objective G
No. Hours
Employee Development The audit will assess the adequacy of internal controls;
Travel and Training and policy, procedure, laws, rules and regulations
A2017-01Expenditures compliance of the City's Travel and Training program. 24
Audit objectives may include determining if confidential
funds were sufficiently administered in accordance with
established laws, regulations, guidelines, policies and
procedures. Review corrective actions taken by
management to address the recommendations detailed in
Police Department Internal Audit report A2016-01 Police Confidential Funds
A2017-02Confidential Funds in the prior fiscal year. 240

C. Follow-up Projectsfor 2016-2017 | ]

Work Plan Audit

No Audit Title Description/Preliminary Objective

Hours
The audit will assess the adequacy of internal controls,
Procurement Card and policy and procedure compliance of the City's

A2015-03FProgram procurement card program. 12

Determine that previously identified audit findings have
Petty Cash and Change been remediated by management as stated in
A2015-04FFunds management’s responses.
Determine that previously identified audit findings have
been remediated by management as stated in
A2016-04FTags and Titles (CoF only) management’s responses.
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We ask the Audit Committee consider
and accept the Office of Internal
Audit’s FY 2017 Audit Plan

Permitting and Inspections Audit

Dated: October 2016
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Process
Planning: March 2016
Fieldwork: March 2016 to July 2016
Report Development: July 2016 to August 2016
Management Responses: August 2016 to October 2016
Audit Committee: October 20, 2016

Background

Audit plan for FY16 approved the audit of building
permits and inspections, to include callback revenues.
The Permitting and Inspections Department is currently
at a crossroads due to significant turnover in key
positions, including Department Director.

Opportunity to implement strategic changes within the
department and improve upon the City’s permitting and
inspections processes.

Cityworks, a software program, was implemented across
City department including the Permitting and
Inspections Department.
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Objectives

Review current processes to determine if adequate
internal controls were implemented.

Information, approvals and documents to support
permits were collected.

Ensure deposits, fees, and revenues were appropriately
assessed and collected and Cityworks and POS reconcile
to the City’s general ledger (JDEdwards)

Monitoring and control system for measuring progress
to achieve departmental goals and objectives
Determine if Cityworks data is reliable.

Scope

e Permits issued from July 1, 2014 through June 30, 2016

*  Findings based on sample of transactions
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Methodology

In order to accomplish the objectives of this audit, the
following steps and procedures were performed:

Reviewed City code, NC State Building Code and NCGS;
Reviewed data from Cityworks and JDEdwards, the City’s
financial system;

Reviewed the Permitting and Inspections Department’s
documented procedures;

Methodology

Interviewed appropriate personnel to conducted
walkthroughs of the permitting and inspections
processes; and

Judgmentally selected a sample of permits, inspections,
cash receipts and callback fees.

The audit staff were also aware of the potential existence of
fraud during the engagement.




10/14/2016

Summary of Findings and Audit Results
Finding #1
* Internal controls needed improvement

Recommendation #1
Self-assessment of internal controls to identify risks area
Implement control procedures — objectives and responsibilities
Regularly review documentation to ensure the controls are being
executed
Continually review internal controls to address additional control
deficiencies as the arise

Management response: Concur

Summary of Findings and Audit Results
Finding #2
e \Written policies were lacking

Recommendation #2
Develop written policies to set forth requirements
Update procedures to ensure individuals not familiar with
operations can perform the duties
Continually update policies and procedures for changes in business
processes

Management response: Concur
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Summary of Findings and Audit Results
Finding #3
* Compliance violation with documentation requirements and records
retention rules and regulations

Recommendation #3
Compliance with records retention rules and regulations
Procedures for retaining documentation and storage taking into
account records retention rules
Cityworks electronic files should be updated to include all available
documentation not yet attached to a permit file within the system

Management response: Concur

Summary of Findings and Audit Results

Finding #4

* Departmental organizational was not in compliance with the
Fayetteville City Code for the Enforcement of the North Carolina
State Building Code

Recommendation #4
* Reorganizing to ensure compliance with the Fayetteville City Code
e Permitting and Inspections Director oversee all matters related to
interpretation and enforcement of North Carolina State Building
Code, as provided in the Fayetteville City Code

Management response: Concur
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Summary of Findings and Audit Results

Finding #5
s Demolition permits were issued without a bond in accordance with
Fayetteville City Code

Recommendation #5

* Compliance with Fayetteville City Code by requiring a bond be
posted at the time of demolition permit application and define the
amount of bond
If bonding requirements for demolition permits are not required
update the Fayetteville City Code to reflect current requirements

Management response: Concur

Summary of Findings and Audit Results
Finding #6
e Certificates of occupancy and certificates of compliance were issued
before final inspections were completed

Recommendation #6

* Develop and implement a process to ensure certificates of
occupancy/compliance are not issued prior to all inspections being
documented as finalized within Cityworks
Automate resources to promote efficiency and accountability in the
inspection approval process for temporary and final certificates of
occupancy/compliance

Management response: Concur
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Summary of Findings and Audit Results

Finding #7

s Certificates of compliance/occupancy were not issued pursuant to
the North Carolina General Statutes and the North Carolina State
Building Code

Recommendation #7

e Compliance with North Carolina General Statutes and the North
Carolina State Building Code

e Create formal procedures for the issuance of certificate of
compliance/occupancy

Management response: Concur

Summary of Findings and Audit Results
Finding #8
* Enforcement actions to require contractors to comply with the
building code were not updated when privilege license was
repealed on July 1, 2015

Recommendation #8
* Update enforcement actions within Fayetteville City Code to ensure

contractors comply with the North Carolina State Building Code

Management response: Concur
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Summary of Findings and Audit Results

Finding #9

Poor computer system controls existed within the Permitting and
Inspections Department

Recommendation #9

Specialized audit of the Cityworks software

Policies and procedures for access to Cityworks

Assess Cityworks setup related to fees and inspection workflows
Enforce the City of Fayetteville Policy # 114 Information Technology
Appropriate Usage

Management response: Concur

Summary of Findings and Audit Results

Finding #10

Establish a quality review program for the permitting and
inspections process

Recommendation #10

Develop and implement a work quality review program for
permitting and inspections

Maintain and utilize results as measures of effectiveness during
performance evaluations

Management response: Concur
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Summary of Findings and Audit Results
Finding #11
* Data quality and integrity for reliable reporting and tracking
purposes was insufficient

Recommendation #11

e Establish measurable and achievable performance goals and service
standards
Establish formal processes to collect performance information and
provide adequate training to ensure accurate input of the data used
to quantify each performance measure

Management response: Concur

Summary of Findings and Audit Results
Finding #12
s Cityworks 2015 update created further data integrity and accuracy

concerns

Recommendation #12

* Review and determine impact on Cityworks due to the 2015 update

e Data integrity issues should be reviewed to determine if data needs
‘cleaned” and fix any ‘clean up’ considered necessary

Management response: Concur
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Summary of Findings and Audit Results
Finding #13
e Personnel lacked the knowledge to use the Cityworks system
effectively

Recommendation #13

e Conduct a personnel training assessment and develop or provide
training opportunities to meet the needs identified

* Formal training on the Cityworks software program should be
instituted to provide familiarity with the system

Management response: Concur

Summary of Findings and Audit Results
Finding #14
* Personnel lack the knowledge to use Cityworks’ reporting
functionality effectively

Recommendation #14

* |dentify the reports information needed in order to adequately
track and assess the efficiency of the permitting process

* Improve standard reports to be used to manage processes

Management response: Concur
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Summary of Findings and Audit Results
Finding #15
*  Training should be provided to customers for enhanced
communications

Recommendation #15

e Collaborate with all departments involved in the City’s permitting
and inspections process to develop routine customer training
sessions to be held at least annually

Management response: Concur

Summary of Findings and Audit Results
Finding #16
* Permits did not reflect the current status

Recommendation #16
Weritten policies and procedures for closing or terminating permits
past a certain time threshold
Implement changes within Cityworks that would update a permit
status as it is moved through permitting and inspections processes
Assess impact on historical information that may occur within
Cityworks

Management response: Concur
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Summary of Findings and Audit Results
Finding #17
* Permits were not being monitored for expiration

Recommendation #17
Implement controls that detects failed inspections and monitors for
their resolution
Cityworks software configured to automatically expire permits
Monitor with reports and send notice to permit holder advising of
the expiration
Ensure compliance with the Fayetteville City Code and NC Building
Code

Management response: Concur

Summary of Findings and Audit Results
Finding #18
e Address information and Parcel Identification Numbers (PIN’s) were
not being verified

Recommendation #18
Develop controls within Cityworks to verify correct PIN is present
Develop process for consistent and accurate input of address
information
Integrate the GIS mapping function within Cityworks
Perform testing of upgrades to ensure product is at an acceptable
level

Management response: Concur
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Summary of Findings and Audit Results

Finding #19

Published Fee Schedules lacked clarity and transparency

Recommendation #19

Review existing Fee Schedule to determine whether enhancements
would provide additional transparency and clarity for citizens and
contractors

Ensure consistency among the permit application, Fayetteville City
Code and the Fee Schedule

Management response: Concur

Summary of Findings and Audit Results

Finding #20
» Cityworks was not reconciled to the general ledger

Recommendation #20

Cityworks to provide reports by subsidiary ledger and reconcile to
City’s general ledger

Develop written policies and procedures for reconciliations and
closing the POS register nightly

Personnel trained on processes

Management response: Concur
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Summary of Findings and Audit Results
Finding #21
* Permitting and Inspections personnel did not reconcile Home
Owner Recovery Funds

Recommendation #21

e Reconcile Cityworks to the general ledger when submitting payment
to the North Carolina Licensing Board on a quarterly basis
Homeowner Recovery Fund fee refunds should be taken into
consideration when completing the reconciliation

Management response: Concur

Summary of Findings and Audit Results
Finding #22
* Processes and controls over refunds were inadequate

Recommendation #22
Cash Handling General Procedures review and acknowledgment of
procedures
Develop a written refund policy to process refunds and train
personnel
Quality reviews done for all cash receipt processes

Management response: Concur
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Summary of Findings and Audit Results
Finding #23
* Segregation of duties were lacking for receiving and recording
receipts received via mail

Recommendation #23

* Reassign personnel to achieve an effective separation between
opening the mail and recording transactions

e Checks opened in dual custody to further strengthen controls.

e Assess the Administrative Assistant’s job description

Management response: Concur

Summary of Findings and Audit Results
Finding #24
e Controls over security of sensitive and confidential information
were lacking

Recommendation #24

» Establish process for security of faxed information

* Ensure the faxes are destroyed in accordance with City’s
Administrative Policy # 311 - Security of Sensitive and Confidential
Information and Breach Response Plan

Management response: Concur
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Summary of Findings and Audit Results

Finding #25
* Processes and controls over permit issuance were lacking

Recommendation #25
Develop controls to ensure permits are not printed before all pre-

permitting requirements are met
Status on the permit should read the status within Cityworks.

Appropriate inspector review applications before permit issuance

Management response: Concur

Summary of Findings and Audit Results

Finding #26
* Permit fees were not always calculated correctly or consistently

Recommendation #26
Ensure Cityworks, Fee Schedule and applications are consistent
Permit applications are completed with appropriate information

to calculate fees
Policies and procedures written to provide clear guidance
Training to ensure understanding and adherence to policies and

procedures

Management response: Concur

10/14/2016
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Summary of Findings and Audit Results
Finding #27
* The Permitting and Inspections Department did not verify the
contractor’s license status prior to issuing building permits

Recommendation #27

e Establish and follow written procedures to ensure each
contractor’s license is valid when issuing a permit

e Establish procedures to ensure all general contractors with active
permits still have valid licenses in March of each year

Management response: Concur

Summary of Findings and Audit Results
Finding #28
» There was a lack of controls to prevent the issuance of duplicate
permits

Recommendation #28

* Develop controls within Cityworks to prevent creating duplicate
permits

» Mitigating controls to ensure duplicate permits are not being
created

Management response: Concur
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Summary of Findings and Audit Results
Finding #29
* Controls for backdating and resulting inspections within Cityworks
were inadequate

Recommendation #29

e Establish procedures requiring inspectors to document within
Cityworks while onsite
Training provided to improve inspectors’ documentation, to
establish parameters and guidelines and the use of laptops in the
field to result the inspections

Management response: Concur

Summary of Findings and Audit Results
Finding #30
* The practice of bypassing system controls was not prohibited, and
all required inspections were not documented

Recommendation #30
Prohibit the practice of bypassing system controls by deleting
and/or resulting inspections on the workflow as “NA”
Quality reviews to ensure all inspections are completed and
resulted for each type of permit on the workflow
Cityworks workflows should be updated for each permit type to
include only required inspections for that permit type

Management response: Concur
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Summary of Findings and Audit Results
Finding #31
e The Permitting and Inspections Department should establish a
personnel productivity and time measurement system for the
inspections function

Recommendation #31
Develop procedures to clarify expectations, including established
start times and locations to begin inspections for the workday
Ensure personnel are adequately trained
AVL technology should be fitted and fully operational on vehicles
AVL data monitored as a measure of overall productivity

Management response: Concur

Summary of Findings and Audit Results
Finding #32
e Demolition projects were not inspected

Recommendation #32
* Develop procedures to ensure all permitted projects are inspected
or permits are properly cancelled if the permitted work is not

commenced

Management response: Concur
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Summary of Findings and Audit Results
Finding #33
e A final accounting for permit fees based on construction cost or
sguare footage was not done to ensure permit fees were charged
correctly

Recommendation #33
Develop validation processes for square footage and construction
costs
Record adjustments in Cityworks -collect or refund fees
Processes documented in written policies and procedures and
personnel trained

Management response: Concur

Summary of Findings and Audit Results
Finding #34
* No formal written policy existed to provide guidance when to
impose a callback fee

Recommendation #34

* Develop a formal written callback policy to provide guidance and
direction and communicated to contractors/home owners

* Personnel should be trained on this policy

Management response: Concur
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Summary of Findings and Audit Results
Finding #35
* Multi trade combined inspections should be enhanced

Recommendation #35
* Implement multi-trade inspections, specifically HVAC permits, to
enhance scheduling flexibility, reduce drive times and improve

response times

Management response: Concur

We ask the Audit Committee consider
and accept the Permitting and
Inspections Audit A2016-02
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b ettev:lle Questions?

433 Hay Street
Fayetteville, NC 28301-5537
www.cityoffayetteville.org
www.faytv7.com www.fayettevilleoutfront.com

Fayettevile
by OUTFRONT

The City of Fayetteville, North Carolina does not discriminate
on the basis of race, sex, color, age, national origin, religion, or o
disability in its employment opportunities, programs, services or activities.

10/14/2016
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